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Pursuant to 2 U.S.C. § 437g(a)(1) and 11 C.F.R. § 111.4, JosephFarah and WorldNetDaﬂy In
(“WND.com”) hereby file this Complaint against Obama for Amenca, Martin H. Nesbitt, Freasortr.

Complainants herein are the founder, editor and puiihshqr of WND.com, an internet based media
entity and WND.com, a media entity.

This complaint is filed against Qbama for America, Martm H. Nesbitt, Treasurer (“Obama
Campaign™) for systematic violation of the Federal Election Campalgn Actof 1971, as amended (“the
Act” or “FECA”™) and the regulations of the Federal Election Commlssmn (“the Commission

“FEC"), specifically for sohomng precessing, accepting and conf irming contributions from forelgn
nationals and non-U.S. citizeus in covtravention of 2 U.S.C. §44'1e.

Federal law specifically prohibits the pattern of sollcltuig and accepting foreign contributions in
which the Obama campaign is engaged and has been engaged for more than four years.

Federal law states:

2 USC § 441¢ - Confrilattions and dnnations by forei
a) Prohibition

It shall be unlawful for—
(1) a foreign national, directly or indirectly, to make—

(A) a contribution or donation of money or other thing of value, br to make an express or implied
promise to make a contribution or donation, in connection with a Federal, State, or local elechon
(B) a cortriisution or domation to a committee of a political party; or

(C) an expenditure, independent expenditure, or disbursement for an electioneering communication
(within the meaning of section 434 (f)(3) of this title); or
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P America’s independent Negws Network

(2) a person to solicit, accept, or receive a.contribution or donation dés,eribed in subparagraph (A) or (B)
of paragraph (1) from a foreign national. :

(b) “Foreign national” defined
As used in this section, the term “foreign national” means—

(1) a foreign principal, as such term is defined by section 611 (b_)lzof title 22, except that the term
“foreign national” shall not include any individual who is a citizen of the United States; or

(2) an individual who is not a citizen of tlia Umited States or a mlt:lonal of the United States (as defined in
section 1101 (a)(22) of title 8 _) and who is not lawfully admxtted for permanent résidence, as defined by
section 1101 (g)(20) of title 8

Facts of the Violation(s)

Notwithstanding the clear legal prohibitions against sohcmng and accepting foreign.
contributions, the Obama campaign has repeatedly and willfully ignored the law in order to amass a vast
campaign war chest, primarily of non-disclosed donors.

Reports have incraasingly noted evidence of the Obamm campaign’s unwillingness and comtinued
failure to install the safeguards used by other campaigns, such as the Romney for President campaign, as
well as to utilize industry standard protections against illegal contributions.

Many stories were circulated in 2008 abaut the Obama cainpaign’s raising and accepting
contributions from foreigners.

Attached to this Complaint are two such articles from the 2008 Presidential campaign.

@ October 3, 2008: “Obama’s Good Will Hunting,” by Michael Isikoff, Newsweek

B October 5, 2008: “RNC to File FEC Complaint on Obama s Fundraising Practices” by Matthew
Mosk, Washisgton Post

B October 9, 2008: “Group Warns of Foreign, Fraudulent Donors to Obama Campaign” by Devin
Dwyer, ABC News

Then, just'in the past month, there have been increasing published reports of individuals making
contributions to the Obama campaign using foreign names and/or addresses, foreign TP addresses and
many other serious breaches of security that would have prevented such contributiens.

Just a few of those reports which are attached to this complaint include:

M October 8, 2012: “I Danated to Barack Obama™ by Erick Erickson, RedState.com

MAIL 2020 Pennsylvania Aveaue NW #351, Washington DC 20006 OFFICE (S71) 612-8600  FaX (571) 612-8619 ~ WEB hpJ/www.wid.com -

[T SNPY Sr

-~

e L e



13044340895

. Amerioa’s indgpendent News Network.

B October 8, 2012: “Report: Obama.com solicits foreign coniributions for prez”, Paul Bedard,
Washington Examiner

B October 25, 2012: “Obama Camp Blocks donations from China, allows giving from other
countries to continue,” Joel Gehrke, Washington E—xaminér

B September 26, 2012: Government Accountability Instltute Report, America the Vulnerable: 4re
Foreign and Fraudulent Online Campaign Contributions Inﬂuencmg U.S. Elections?

In addition, several reports inclutte imstences of actiml foreign pontributinns to the Obamn
campaign: “A British citizen living outside London was able to make two denations of $5 to the Obama
campaign, despiie listing his British street addiess, his state as Arkanaas, and a zip-code in New York.
The Obama campaign did not make any effort to verify his credit card by asking for the three-digit CVV
code, nor did it make any effort to verify the donor's nationality”. Posted at LiveLeak.com website:
http://www.liveleak.com/view?i=879_1350825176 [last accessed on Octeber 31, 2012]

Because of my personal experience and expertise with regard to internet commerce and in an
effort to investigate through our media entity and to ascertain whether the other published reports were
true-or-exaggerated, my news staff and reporters for WND.com planned and executed transactions using
clearly bogus names, addresses and, in partianlar, a forengn (Pahxstam) internet pratocol (IP) address for
purposes of contributing to the two presidential campaigns.

The information that our reporter input for each contribution was as fallows:

Name of Donor: Osama bin Laden

Address: 911 Jihad Way

City, State, Zip: Abbattabad, CA 91101 Phone: (202) 456-2121
Occupation: Decensed Terror Chief

Employer: Al-Qaida

The contribution from this source, with this information, to the Obama campaign was accepted
and the disposable credit card was charged the amount of $15.00.

We then conducted the sarne fransaction with the Ronmey for President campaign. The
attempted contribution was rejected immediately.

We then tried to make additional contribitions to the Obama campaign, which were also
processed and accepted.
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America's indgpendere News Network.

The total contributions from "Osama bin Laden" are $23.00 all from one disposable card:
$15.00 on 10/26/2012
$ 5.00 on 10/27/2012
$ 3.00 on 10/30/2012

The Obama ¢ampaign accepted the $15 donation and it was entlrely deducted from the disposable card
on 10/26/2012. All three donations were made from [daho usmg Pakistani proxy servers.

WND.com wrote about these transactions in its nat:onwxgle stary earlier this weel.

http:#/www.wnd.com/201 2/10/obarya-acce 'ts'a_a;@_mnéi-ib_imaladen-:%{gnafibns/ [October 29, 2012]

Even after the WND expose” regarding the bin laden |llega1 foreign donation, the-Obama

campaign has continued sending emails daily to bin Laden’s email soliciting more contributions! Screen

shots of those emails are attached to this Complaint.

A follow up to the WND.com story (attached) by John Hayward of Human Events further
canfirmed our investigation report. See “Osama Bin Laden Donates to Obama Campaign”, Octaober 30,
2012,

And, remarkably, the Obama campaign has allowed a ﬁn:ldrausmg web page on its website which
features Osama bin Laden soliciting contributions using the sa.me foreign IP address and Osama bin
Laden as the fundraiser!

The Obama campaign has refused to release the names of donors under $200, which would
provide inimediate insights into the.actual sources of the funds. An analysis released last month by the
nonprofit Campalgn Finance Insiitate found that ©@bama was getting about a third of his total campaign
fundmg from-donors who had-given him a cumlative total of $200 or less. Additionally, the Obama
campaign announced in early October that it had_raised $181 million in Septembet, of which 98% was
from undisclosed donors, stating that 1.8 million people made donatioes. See Breitbart News Qctober
6, 2012.

The Obama campaign has made it clear that despite the rpultlple stories confirming:illegal
foreign centributions. to the campaign, it has no intention of establishing the safeguards necessary to halt
the flow of illegal fands into his campaign coffers. |
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It is well past time for the Federal Election Commission
campaign to-ascertain, ouce and for all, the extent of the fore_lgn

presidential campaign.

Ammerica’s Indgpendent Nows Netwark

to conduct an audit of the Obama
Iand illegal funding of the Obama

Attached is my sworn affidavit, stating under penalty of | pequry my belief, based on the
information provided with this complaint, that the Obama for Amenca campaign has willfully and
knowingly violated the provisions of the Federal Election Campalgn Act of 1971, as amended, which
prohibits contributions from foreigners to US candidates for pohtlcal office.

WND.com and I hereby deinand, on behalf of the Amencan people, a full and complete
investigation and audit of Obama for America in order that the pubhc can finally learn the truth about

the sources of the Obama fundraising.

Please cantact me if you have further questions. I:can be reached at 571-612-8600.

Thank you for your immediate attention.

Submitted,

Ji _‘sehh Farah o
W orldNetDally, lnc (“WND com”™)
14501 George Carter Way, Suite 102

Wa

Chantilly, Virginia 20151

Before me this _L’:r day of November, 2012, appeared Joseph Farah and under penalty of perjury
did swear and affirm that the above and foregoing facts are true and correct to the best of his knowledge

and belief.

RODNEY MIDDLETON
Notary Pubﬂc, Commgnwea::h oaf‘V';%t‘\;:
Co n Expires December
SEAL mimiasio El,l‘)p 7206811

My Commission Expires: }'Z/g | feee—

Notary Public—
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Obama’s "Good Wiil’ Hunting - Print View - Lhe Daily Beast rage 1 ors

This copy is for your personal, non-commercial use only. To order presentation-ready copies for
distribution to colledgues, clients or customers, or‘to license text, images or graphics, use the Reptints
tool at the top of any article or visit: Reprints

| THE DAILY |

BT

Obama’s ‘Good Will’ Hunting

by Michael Isikoff | October 3, 2008 8:00 PM EDT

The Obama campaign has shattered all find-raising records, raking in $458 million so far, with about
half the bounty coming from donors who contribute $200 or less.' Aides say that's an illustration of a.
truly democtatic campalgn To critics, though, it can be an mvntal!ion for fraud and illegal foreign cash
because donors giving individual sums of $200 or less don't have! to be publicly reported. Consider the
cases of Obama donors "Doodad Pro" of Nunda, N.Y., who gave; $17 130, and "Good Will" of Austin,
Texas, who gave more than $11,000—both in excess- ot the $2 300-per-perscr1 federal limit. In two
recent letters to the Obama campmgn Federal Election Commission auditors flagged these (and other)
donors and informed the campaign that the sums had to be return¢d. Neither name had ever been
publicly reported bacause both individuals mads online donatlorrs in $10 and $25 incremenis. "Good
Will" listed his employer as "Loving" und his aocupation as "You," while supplying as his address 1015
Norwoad Park Boulevaod, which is shared by the Austin: nonprofit Goodwill Industries. Suzanha
Burmeister, marketing directar for Goodwill, said the group had “lno clue” who the donor was. She
added, however, that the group had received five puzzlmg thank-you letters from the Obama campdign
this year, prompting it to send the campaign an e-mail in September pointing out the apparerit fraudulent
use of its name.

"Doodad Pro" listed no occupation or employer; the contributor's listed address is shared by Lloyd and
Lynn's Liquar Store in Numda. "I have never heard of such an 1nd1v1dual " says Diane Beardsley, who
works at the store and is the mother of one of the owners. "Nobody at this store has that much money to
contribute." (She added that a Doodad's Boutique, located next door, had closed a year ago, before the
donations were made.)

Obama spokesman Ben LaBolt said the campaign has no idea who the individuals are and has returned
all the donatians, using the credit-card numbers they gave to the campaign. (In a similar case earlier this
year, the campaign returned $33,000 to two Palestinian brothers in the Gaza Strip who had bought T
shirts in bulk from the campaign's online store. They had listed their address as "Ga.," which the
campaign took to mean Georgia rather than Gaza.) "While no organization is completely protected from
Internet fraud, we will continuc to review our fund-raising procedures," LaBolt said. Some eritics say
the campaign hasn't done enougch. This summer, waxcndng groups|asked both campalgns to share 1nore
infaemialion about its smoll dpoors. The McCain campaign ztgreed the Obama oampaign did riot. “They
could've doae themselves a service” hy heeding the suggestions, saxd Massie Ritsch of the Cester for
Responsive Politics.

Tags:

mhtml:file://H:\My Documents\World Net Daily\10-03-08 Newsweek Article re Obama F... 11/1/2012
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@he Washington Post |
October 5, 2008 .

RNC to File FEC Complaint on Obama Fundralsing Practices

By Matthew Mosk

A lawyer for the Republican National Committee today; said the party will ask the
Federal Election Commission to look.into the source 6f thousands of small-dollar
contributioris to the presidential campaign of Sen. Barack Obarna.

The RNC is alleging thaf the Obama campalgn was sd hungry for donations. it *looked
the other way" as contributions piled up from sus_pic-ion, and possibly evenillegal
foreign donors. .

“We believe that the American paople should kn_ewﬁ_r‘ét and foremost if foreign money is
pouring into a presidential election," said RNC Chief Cfounsel Sean Gairncross.

Cairncross alleged there was mounting evidence of this, and cited a.repostin the current
issue of Newsweek magazine that documents a handful of instances where donors
made repeated small donations using fake names, such as "Good Will" and "Doodad
Pro."

The Newsweek nzport says that earlier tills year the Obama campaign returned $33,000
to two Palestinian brothers in the Gaza Strip who had bought T-shirts in bulk from the
campaign's online store -- purchases that count as carjmpaign. contributions. The
brothers had listed their address as "Ga.," which the campaign took to mean Georgia
rather than Gaza. !

"While no organization is completely protected from Inﬁem.et fraud, we will continue to
review our fundraising procedures," Obama spokesman Ben LaBolt told the magazine.

At the heart of the RNC complaint is a federal f.u_n'drais!ng rule that lets: campaigns.
accept donations under $200 without itemizing the names and addresses of the donors
on its campalgn finance reports. The rule was intended as a inatter of practicality -- it
did not seem reasonable to ask a campaign to gather that information from every five-
dollar denor.

But the Obama campaign has raised more than $200 million this way, a staggering sum
for donations that will not be subjected to outside scrutiny.

Obama campaign aides said today that a number of steps have been taken to
safeguard against foreign or illegal contributions comiing in in smaller increments. The
measures include: reguiring donors to présent a pa‘.ssp:or-"t at fundraising évents held for
Americans overseas, ending contributiong to the Obama Store from contributors with
addresses outside the U.S. or its territories, and requiring donors to entera U.S.
passport number when contributing via the Americans Abroad page.
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"When we were made aware of an ad for a Nigerians for Obama fundraiser in a
Nigerian paper, our atterneys sent a letter to the papen making it clear the event had

nothing to do with our campaign, and that we would no't accept contributions from the
event,” one Obama aide said.

And aides note that Sen. John McCain had his own for_ieign fundraising issues, having
been forced to refund about $50,000 in donatians solicited by Jardanian Mustafa Abu
Naba'a, who was ralsmg money on behalf of one of McCams top Florida bundlers.

By Web Politics Editor | October 5, 2008; 2:14 PM ET
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Oct 9, 2012 8:06am

Group Warns of Foreign, Fraudulent Donors to
Obama Campaign ,

htt' //abcnews olcom/ble_;s/" olitics/2012/10/ mu'_-wams-ef-'orer .n-fraudulent—donors-to-

logEn_tg%2OStorz&sort—dat Whlte House Dlgltal Reporter

A coriservative polrtrcal watchdog group is raising the prospect of an “illegal-donor loophole” in the
nation’s campaign finance system, and saggesting the grassroots-donor-heavy Obama Campaign may.
stand to benefit.

In p 109-page repsrt putdished at a rmw wehsite 'Crtumnignandln;gmdrs com, the Governmerd
Accountgability Institute-alleges the current online cainpaign contrlbutlon system lacks accountability and
transparency, making it highly susceptible to foreign and fraudulent- 1 gifts.

The report's focus is President Obama's re-election campaign; WhlGh has collected historic sums from
online fundraising, relying predominanitly on donors who give in small-dollar increments.

Obama and Democrats announced last week that they raised $-1'8‘|I miliion in. September — more than
any incumbent president has raised for his re-slection in a siagle rrionth. The funde poured in through
more than 1.8 tiflion transactions, 98 percent of which were in increments of $250 or'less, ufficials said.

“Campaigns that aggrassively raise money online sre eoliciting donatbns from people around the world-
whather they intend to 6r not,” writes GAl president Peter Schweizer and Newsweek reportar Peter J.
Boyer in a post on the report.at Newsweek/Daily Beast. |

The report suggests the Obama campaign is uninhibited in its foreign solicitations, lacks rigorous
screening for donors’ citizenship and fails to impose basic e-commerce safeguards; such as.tequiring
donors to provide the Card VerMication Value (the security code on the back of & card) to prove a.danor is
in physical possession of the casd.

Under U.S. federal election law, caotribijtions from foreign nationals to presidential campaipns are
forbidden.

“Papple arpund the worlgd are being asked for donatioris.by the: cambalgns themselves simply, because
they signed:up't for.inform: ion N campaign websites:* Schweizer and Boyer write. "The problem:.
candidate® webpages dan t~ask«vrsrtors from foreign |P:addresses.to enter a mllrtary 1B.or passpost
number. Instead, the websites use auto-responder email ‘systers that simply: gather up'email-addresses
and autonsatically spit out solicitations.”

[N
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The authors ¢laim the current system is also subject to “robo-donations”- computer-driven giving to a
campaign through various aliases to evade contribution limits and Svoid detection. The Federall ETection
Catnmienioh conduots lifiie fo nio oversight of interngt indralsing practioss, léaving éabh compaign to
police itself, the repart claims. i

Schweizer and Boyer present no hard data that show Obama’s 20.?2 campaign has benefited from
widespread foreign or fraudulent donations. They also acknowledg|e that Republican nominee Mitt

‘Romney could theoretically take advantage of the. “loopholes,” as: well. The report'only purports to

illustrate that the possibility for fraud exists. !

Conservative blogger Erick Erickson of RedState.com, however, tested out the Obama campaign’s

online contribution system and documented the apparent-ease|with which someone with a foreign

mailing addruss and franculent passpert number coulri make a giftivia eredit cand. Ericlson contedes,
however, that his contdbution was ulimately rejected by his bank. |

In B post on its “Truth Team” blog, the Obama campasign called I;he GAl report and its insinuations
politically-motivated, citing a history of right-leaning political activism by authors Schweizer and the:
Government Accountability Institute. |

The blog states that “Obama for America” does not accept contributions from foreign nationals and takes
voluntary steps to ensure that the campaign is in compliance with federal election law. At the camipaign’s
Chicago headquarters, staff manually review each transaction flagged as potentially fraudulent by their
third-party cradi card procesuing sarvice, afficials wrote. |

The president's campaion also requires a copy of a valid paesipnrt fror aoy appareritly eligibte contributar
with a foreign mailing adcress or from a. coritributer making a gift frorm a foreign IP address, according to
the post. “If they do not offer one in a timely manner, the donation ils returned,” the campaign says.

T

“While no campaign can control who visits their websites, OFA is ir'p no way directing solicitations to
foreign nationals nor knowingly seeking foreign contributions—that iis the iegal-standard,” the Obama
camp says on its blog. .

B
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I Donated to Barack Obama | RedState Page 1 of 2

«BACK | PRINT

I Donated to Barack Obama

Dy: Erick Reicksoa (Diary) | Ocrober &h, 20120105:11 PM |

The Presidont has como wnder fire for the shasidy rorification piocessing his campaign does for donations.

In light of this Newpweek story about the Nlegal-Donor loophole with Team ObaniaA while back, among conservatives, it was even a story that he was doing
this shoddy credit card verification for overseas donors.

So, after talking with some lawyers about the process, etc. [ donated to Barack-Obazma. Sort of.
1t is rare that ] do something where 1 foel the need to talk to lawyers first. But giving money to Barack Obama was one of those Urnes,

1 didn't ectually do it, [ made up 2 name, medeup s ber, mads up an address in Russia ~— hell 1 mode everything up except my credit card
number and expirstion Jate.

Got tho?

Evarything was bull***# except the actual credit card number and expiration date, Everyrhing.

Go try that with Target or Amazon or Apple or Mitt Romnoy's camipsizn and séé-what happens. Here's'a hint: it"d get rejected.
When the zip cndo;lneammlm it would get rejected.

When the naow an thu card dices not matah, i vill pretably get rejasted,

When nothing matches, it will get rejected.

Barack Obama's

dmy very g $5.00 donation,

DONATENOW

support s yours il Wil halp 3 H
'-Ih-hhﬂhh‘iﬁ-hm . v Hisly rudes amour to,
lpuhvu\dgd’ #-M-l Foveriila
the manu 1o o dght Lo see tther weys lo
et Invoived todey —urd thanks aguin.

(@D Attand v st & baiad mumnt
'

9 Gemmowt with becal..
Cramantls groags

T b
s &%§<

WATCHUuVIDS0 GETINVOLVED VOLUNTEER VISITiASYORN UDONATE
For soveral days my bank listed it as processing.

o 4’-“5‘,"

N Doty ‘.h

Then this is where the anti-climactic end to my story comes. The donatisn ultimately did nnt go theough siler thres days of baing; listsd as “procéssing.”

‘There was no explanation.

http://www.redstate.com/2012/10/08/i-donated-to-barack-obama/ 11/1/2012
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[ Donated to Barack Obama | RedState Page 2 of 2

14ad the Obama campaign tuned on basie verification, my transaction would have been rejected immediately, Instoad, it lingered for a few days-before being rejected.

1 do not know what-p the Obama campaign employs to weed theso out It actualiy-appeared, based o the way it processed for several days, that.the bank siopped t,.
not that Barack Obama stapped & For the libérals saying my donatian did nat go through 50 there thoild beino-prablem — here’s the problers: The Obsma-campaign
processed the donation. It was Bank of America thot stopped it, not Téam-Obama. Team Obains Im;in'l{e' processed, something that woilld hot have happened it
Romney's campaign or.most eny retailer in the nation, ]

1
1 do nat know why they chose not to usc the credit verification value system (CVV), | am glad, ultimately, ﬂm my donstion was-rejected. But:1 wonder-if I had put in other
data that seemed more credible — not 8 ridiculous fake name, & passport sumber of just multiple 2eros, etc. would it have been rejected?

Tt sure sowmy the ussicst, front line defense to eveid these sorts of ansactions ~- o basic CVV cheek for credit wards — wheuld be the default settinig (or smnpaigns, In
Batack Qbama’s case, it wasn't. For pre-paid cards, several people tell me the situation is even worse and lhe transitions most likely will go through given the scourity set
up of the: Obams campaign ’

This, like his failure to make eyt contact with challenges, is just another tcll tale sign that sorbcthing is amias'with Team Obama.*

http://www.redstate.com/2012/10/08/i-donated-to-barack-obama/ 11/1/2012
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The Obama Campaign Processed This Donation | RedState

Page 1 of 1

?ﬁe"gbama Campaign Processed This Donation

By: Brick Frickson (Disry) | Ocrober fih, 2012a109:24 PM |

Here now is the screanshot of what Barack Obama’s campaign p d as a donation to the campaign, This would not have happenad had the Obama

campaign taken basic steps to verify crédit card information. But, 23 always, Team Obama relied on nmeon'e else 1o fix their mess - - the bark.

Had basic checks becn implemented, this donstion would have becn rojected: Keep in mind that all the information present cxcept the credit card
information is completely made up.

Rvery bit of that information was made up except the actual credit card information,
What you can'l see is that below the employer information, it asked for my passport numbcr. 1 gave thama string of zeros.

And when [ clicked the donate button, § got this:

GELT INVOLVED ) Z i 2 DONATENOW

BARACKODAMA.COM

THANKYOU

Vhurk you for suppoing this cempelgn. A
0 Wotuntonr
Y suppert ke youss that will holp W
oactiws 1o buld in the rsanthe 10 come. P ity relar meney to
ggart \he campeign
¥ you Navent sead, pesio oheck out
“Shw rears 10w 'right K000 ther weyd to° [ Y S S —
08t bevoived todey —and thanks agein. j

howed this:

Waﬂﬁr s TR L ostev; B

It was thanks to the bank, not Barsck Obama’s campaign, that the donalion did not go through

No wender the Obama campaign is scrambling to stwt down this story,

http://www.redstate.com/2012/10/08/the-obama-campaign-prdcessed-this-donation/

11/1/2012
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Report: Obama.com solicits foreign
contributions for prez

By Paul Bedard

Washington Secrets Column

Washington Examiner

October 8, 2012

The independently owned website Obama.com, which steers users to the president's campaign
donation website, gets most of its traffic from foreign countries, raising questions about the
legality of tens of millions of small dellar denations to the campaign, @ccording to e new report.

The Government Accountability Institute today released details of an eight-month prpke into
fundraising by the presidential candidates and all House and Senate candidates that also shows
that the president's outreach and fundraising have targeted websites in Chinese, Arabic, Thai,
and Korean. Generally, donations from foreign nations are illegal.

The 108-page analysls from the group that made news in an sarlier report that suggested

President Obama skips many of his national security briefing',s studied soeurity. flaws in credit

card fundraising conducted by Obama, Mitt Romney, and congressional candidates. Many have :
security flaws, said the report. ' o

But it devotes a large section of its effort to concerns about donatioris to the Obama i
campaign. Secrets reported late Thursday thata TV net'worl{, nati"onal magazine and national
website were working on the story but were.being pressured by the Obama campaign to kill it.
Sources said the story was still on hold today. ABC News, however, has teased one element of
the story: the existence of fake Republican and Democratic fundraising websites.

e g,

The report stiggests that some ef the donations to Obamsa have come from inreigh souroes. Bit,
it nates, many are less than the $200 cut-off which requires the campaign to identify the ddnnr.

The report focuses on the website Obama.com, which used to be owned by a major Obama
donation bundler. Type that site in and you are diracted to the Obama donation site. The report
said that 68 percent of the traffic to Obama.com conies from' overseas.

From the report provided to Secrets:

-- Obama Campaign Lacks the Industry-Standard Level Of Credit Card Security For Donations,
But Uses It For Merchandise Purchases: To purchase Obamia ¢ampaign merchandise, the
campaign requires buyers to enter their credit card CVV security code, but does not require the
credit card security code to be entered when making an onli'r:\e campaign donation. By GAl's
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estimates, the Obama campaign's failure to utilize industry-standard protections potentially
costs the campaign millions in extra processing fees.

-- Obama.com Purchased By An Obama Bundler In Shangrhai.. China With Questionable
Business Ties to State-Rut Chinese Enterprisas: In 2008, Obama.com was purchased by an
Obama fuodraiger living in Shanghai, China, whose business is heavily dependent an
refationships with Chinese- state-run television and other sta:lte-owned entifies.

-- 68% Of Traffic To Anonymously Registered Obama.com :ls Foreign: According to industry
leading web analytics site Markosweb, an anonymously registered redirect site (Obama.com)
features 68% foreign traffic. Starting in December 2011, the site was linked to.a specific _
donation page on the official www.BarackObama.com caméaai'g‘n website-for ten mionths. The
page loaded a trackihg numbéer, 634930, into a space on the website labeled "whb encouraged
you to make this donation." That tracking namber is 8mbedded i the source code for
Obama.com and is asseciated with the Obama Victory Fund. In early September 2012, the
page began redirecting to the standard Obama Victory Fun'p donation page. ‘Search engine
optimization (SEO) efforts, using common spamming t'echnique‘s. may have also been
undertaken by unknown third-parties, generating foreign traffic to Obama.com.
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The Washington Examiner
Obama camp blocks donations from China, allows giving from other countrics to continue

October 25, 2012 | 1:22 pm

Joel Gehrke
Commentary Writer

President Obama’s campaign and the Chinese government have blocked online donations from China,
but the Obama camp appears to have done nothing to block |I|ega| ‘contributions from other:countries.

“[For Chinisge usors), the campaign has nov blocketi acopse frorn using tne-cnntrioute pago,” Retor
Schwelzar, whose Gexernment Accaontability institute Issued a raport an illepai fcreign denatiuos to
American political campaigns, told The Washington. GAIl reported }hat a websnte ‘Obama.com — owned
by one of the president’s top campaign bundlers — deives traffic to the donation page on Obama’s
campaign website. '

Sixty-eight percent of that website's visitors resided in foreign countries. The Chinese government has
blocked access to Obamia.com for internet users in malnland China, which Scliweizer said accounted for
just 10 percent of traffic to the website.

“It's a shocking revelation that the Chinese gcvomment wants te dg sornothing that the Obasia oaopalgn
wouldn't-do,” GAl founder Steve Bannon told The New York Post, whlch first réported on the Chinesa
government's decision to atop donations:to Obama. “They're more sensitive to American sovereignty and
campaign-finance law than the Obama campaign.”

Although the Obama campaign has finally blocked Chinese users, the other 58 percent of forejgr traffic to
Obama.com — and thus to the campaign’s donation page — can eontinue unimpeded. THe Obama
campaign has not blocked any other couritries visitors from going to the donation page, Schweizer
explained.

“ think they have mede & politicdl calcutation that the prospects 'of} any donatlons from Chine are & lot
more friglttoning than the prespecls of doneticas carning from Donmark, so titay oava decided 1o quioily
block acosss from China, but not from aay other country thet we et see,” Schwoizet said.

. The New York Post reported the anecdote of a British citizen in London donating $10 to the-Obama

campalgn, despite federal law banning foreign campaign cantributions.

“Chris Wallcer, a Biritish citizen who lives outside London, told The Fost he was abie to make two $5
donations to President Obama’s campaign this mcnth through its Web site while. a similar attempt to give
Mitt Romney cash was rejected,” the Post repoited. “Walker-said he used his actual stréet address in
England biit entered Arkansas as his smé with iné Soheaactady, NY, ZIP ocode of 12345
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The Obama campaign has received $4.5 million in donations from people who claimed, as Walker did, to
live in zip codes that did nat exist. The Government Accountability |nstitute reported on thoge
contributions aftar reviewiag FEC data.

[,
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I'don't think American elections should be bankrolled by America’s most powerful interests, and

worse, by foreign entitiés.
—President Obanila

2010 State of the Union Address
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EXECUTIVE SUMMARY

The Government: Accountability Institute (GAI er “the Institute™) conducted an extensive eight-
month investigation inta the potential for fareign and fraudulent online camfisign denations. to
influence House, Senate, and presidentisl elections. The, findings are alarming. As FBI
surveillance tapes have previously shown, fareign governments understand and arc eager to
exploit the weaknesses of American campaigns.' This, combined with the Internet’s ability to
disintermediate campaign contributions on a mass scale, as ;avell as outmoded and lax Federal

Election Commission rules, make U.S. elections vulnerabIe-'to.;for_eign influence.

The Goverament Accauntability Institute’s September 26™ répoﬂ, America the Vulnerable: Are
Foreign and Fraudulent Online Contributions Influencing U.S. Elections?, is the first extensive
analysis of the Ianternet’s role in facilitating illegal fraudulent contributions and campaign

donation solicitations to fornign nationals.
Key findings include:

* Nearly Half of Congress Vulnerable to Fraudulent and Foreign Donations: Of
the 446 House and Senate members who have an online donation page, 47.3% do not
require the three or four digit credit card security number (officially called the Card
Verification Value, or the CVV) for Internet contribut‘ions. The CVV is an industry-
standard anti-fraud credit card security feature useid by over 90% of all e-commerce
operations and nineteen of the twenty largest chaﬁties in the United States,> By not
protecting themselves with industry-standard security, larger campaigns pay millions
of dotlats in extra card processing fees that could otlerwise be avoided with the nse
of the CVV

» The other industry-standard anti-fraud security feature is the saftware
used to check a donor’s address against the address on file for the

credit card. It is unknown whether federal campaigns protect

' David Rosc, “An Inconvenient Patriot,” Vanity Fair, August 15, 2005, http://www.vasityfair.com/politics/features/2005/09/edmonds200509.
142012 Online Fraud Report - 13th Annual Edition.” Cybersource Resource Ceenter: 3, hittp:/Nvww.cybersource.com/cgi-
bin/resource «entor/resources:cgi

@ GAl | America tte Vulnerable SRR
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themselves with this cross-referencing software (officially called the
Address Verification System, or AVS). Unlike the CVV, it is difficult
to tell if and to whiat degtee a website uses the AVS

» Given the scope of the problem within Congress, the Institute created
an interactive 50-state mup to! a]l_uwg eitizens and journalists to identify
which members of Congress lack ‘;industry-st'andatd anti-fraud credit
card protection on their campaign donation websites. Go to:

www.CampaignFundingRisks.com
(see page 42)

¢ Third-Party Fundraising Organizations Lackin:g'Indu'stry'-Standard Anti-Fraud
Credit Card Security Funneling Millions to Federal Candidates: Third-party
political fundraising organizations, such as ACtR_i-g‘ht and ActBlue, distribute millions
of dollars to federal candidates, but lack industry-standard anti-fraud credil card
security features to block fraudulent and in,tomatioxlm'l donxtions. (see page 45)

* Presence of Fake RNC and DNC Dnnation W'e_bfsites: The Institute uncovered and
identified an individual who establishéd websites posing as both the Republican :and
Democratic National Committees. The individual has operated the phony websites
for years and has accepted thousands of dollars in “donations.” GAI’s findings were
detailed by ABC News.? (sce pages 37-38)

* Domntiou Solicitations On Foreipn Websites To Then-Candidate Marco Rubio’s
2010 Donation Page: The Institute discovered rﬁultiple Spanish language, foreign
websites featuring video links that included. embedded advertising directing
individuals to the domation solicitation page of then-U.S. Senate candidate Marco
Rubio. In addition, Rubio lacked CVV protection, which. was corrected in May of
2012. As of this report’s publication date, many of these links are still up and active.

! Cindy Galli, Matthew Mastk, and Rhonda Scwartz,"GOP, Dem Donors Misled by Look- -Alike Websues  ABCNews, Soeinber21, 2012,
il Ilahcnws. s0,com/iTlottei/gop-dem-donors-misled:alikc: wcbsnlc:lstory"ulvl7228155!l UG-HJhUldﬂ-‘Q
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This is a potential violation of the Federal Election. Commission (FEC) solicitation

laws. (see page 43)

Presidential Candidates Lack Transparency Of Small Donations: Campaigns are
not requireil to disclose damations from i_ndividua:lls who. gave less than $200 in a
campaign cyole hniess the campaign is audited. Ftﬁfhtérmore, campaigris do nat even
need to keep recards of those who gave less th'a;n $50. Presidential candidates are
raising large amounts of money that fall under the!$200 threshold and audits are rare
unless a campaign accepts federal matching funds. :To this date (September 26, 2012),
the Romney campaign has raised $58,456,968 and the Obama campaign has raised
$271,327,755 in contributions under $200 for the 2012 campaign cycle. In. the 2008
presidential elections, the Obama campaign rai_s.eti -$335,139,233 in donations under
$200. Ncither campaign has accepted federal mfatehi'ng funds nor have ever been
audited. (see page 31)

Threat Of “Robo-Donations”: The absence of industry-standard anti-fraud credit
card security features render campaigns morc vulnerable to so-called “robo-
donations.” Robo-donations are large numbers of small, automated donations made

through the Internet to evade FEC reporting requiréments. (see page 39)

Given the stale-of-the art digital sophisticatior of the President’s re-election
campaign—including social media, micro-tar-géting and data-mining—its online
donation system contains at least three major sécﬁrity vulnerabilities:

1. The absence of the industry-standard CVV and unknown use of AVS anti-frand
security for online credit card donations '

2. The presence of a branded, major third party-owried website (Obama.com)

redirects its 68% foreign traffic to a campaign donation page

GAI | America the Vulaerable
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3. Active foreign solicitation using indiscriminate:email solicitations and exposure to

social media

Specifically:

120443240925

» Obama:Campai

 LacksihieTnitustiy-Standord Levsl:Qf Credit CardSecurity

campaign merchandise, the campaign requires:buyers to enter their credit card
CVYV security code, but does not require éhe credit card security code to be
entered when making an online campaign idonation (see page 61). By GAI's
estimates, the Obama campaign’s fail:ure to utilize industry-standard
protections potentially costs the campaign]; millions in extra. processing fees.
(see pages 36 and 60)

Obama.com Purchased By An QObama Bfundlérln Shanghai, China With

For Donations, But Uses It For M"ere‘handifle'e:}’u}'chdsés: To purchase Obama

Questionable Business Ties to State_-Rur? Chinese Lnterprises: In 2008,

Obama.com was purchased by an Obatrga. fundraiser living in Shanghai,

.China, whose business is heavily dependént on relationships with Chinese

state-run television and other state-owned entities. (see page 63)

68% Of Traffic To Avionymvusly Registered Obama.com Is Foreign:

According to industry leading web analytics site Markosweb, an anonymously

registered redirect site (Obama.com) fea‘turés 68 % foreign traffic. Starting in
December 2011, the site was linked to a specific donation page on the official
BarackObama.com campaign website for ten months. The page foaded a
tracking mumbar, 634930, into a spacei on the website labeled "who
encouraged you to make this denation." That tracking number is embedded in
the source code for Obama.com and is associated with the Obama Victory
Fund. In early September 2012, the page began redirecting to the standard
Obama Victory Fund donation page :

e e -
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% GAI | Ainerica the Vulnerable :

Search engine optimization (SEO) efforts, using common spamming
techniques, may have been undertaken by’ unknown third-parties, generating

foreign traffic to Obama.com

Research Protocol

The above findings are the result of an eight-month exftensive investigation that utilized a
variety of tools, including custom spidering software, to find thousands of foreign webpages with
links going to the campaign donation pages. Researchers, under the legal guidance of a former

U.S. Attorney, executed the research protocol.
Specifically, computer researchers examined:

* Current industry-standard anti-fraud security tools, specifically the. Card Verification
Value (CVV) and the Address Verification System (AVS)

*  Whether federal elected office-holders who accept online credit card donations
employ the CVV

* The campaign online fundraising operations of elected federal officials and
candidates

* Internet traffic flow—volume, geographical origin, trends—going directly to
campaign donation pages

* Possible scarch engine optimization efforts to direct foreign traffic to campaign
websites

» Campaign e-mail solicitation efforts sent to individuals outside of the United States

* Campaign exposure and interaction with foreign social media

* The management of certain anonymously registered redirect websites

* The potential existence of “robo-donation” computer programs

el anr ey s e 0
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* The hyperlinks from campaign email solicitations posted on foreign language

websites
Recommendations

Presently, campaigns solicit donations around the world. However, there are few
requirements for confirming that incoming donations did ﬁbt come from foreign nationals or
governments. Surprisingly, little transparency is required. Iilstead; the current system entrusts
political campaign consultants and officials, not FEC ofﬁcialis, with maintaining the integrity of
the electoral process. ‘

To correct this, several low-cost, easy-to-implement reforms should be put in place:

* Integrate safeguards to limit the solicitation of m‘oﬁey from foreigners by requiring
donors with foreign IP addresses to provide proof of U.S. citizenship before they can
‘proceed to the donate page

* Immediately require campaigns to use industry-standard anti-fraud security technologies
including, but not limited. to, the Card Verification Value (CVV) and a rigorous Address
Verification System (AVS)

* Immediately require all campaigns to retain and dis_cl:ose identifying information on all
online campaign conptributions, including those fallii\g under the $200 nondisclosure
threshold currently allowed under federal law

* The Federal Election Commission (FEC) should enforce existing law concerning the

solicitation and acceptance of foreign contributions to U.S. federal campaigns

Protecting the legitimacy and legality of the U.S. election system is paramount. Currently,
federal election law prohibits the solicitation of foreign nationdls for campaign contributions, but
this law is widely ignored. Moreover, the current system does little to encourage campaigns to

aggressively police themselves and monitor incoming foreign '‘donations. For these reasons, the

U.S. Attorney overseeing this investigation recommends that copies of this report be submitted
% GAI | America the Vulnerable {¥iiSS
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to the Federal Bureau of Investigation, the Department of Justice, and several state attorney

generals for immediate review.

ﬂ GAI | Atrilerica the Vulnerable ;
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PARTI
The History of Campaign Donor Fraud & Foreign

Influence in U.S. Elections

America’s prominence over the past century has given foreign powers and entities an
interest in influencing the American electaral process. Indeed; foreign powers and actors, friends
and focs alike, have long sought to influence American ¢lections through illicit campaign

contributions.

Though restricting foreign contributions was not codified into the law until the 1960s, the
idea is rooted in American history. The U.S. Constitution, for example, forbids federal officials
from receiving gifts from a “King, Prince or foreign State,” However, when it was revealed that
Philippine sugar manufacturers were giving heavy campaign .contributions to U.S. politicians in
an attempt to shift policies related to sugar quotas, Congress took action.’ An amendment to the
Foreign Agents Registration Act was introduced in 1966, making it a felony for a candidate to
knowingly receive ar solicit fareign donations or for a “foreign principal” to “use an agent to
contribute to domestic campaigns.” According to Senator William Fulbright, the law was
necessary to protect “the integrity of the decision-making process of our Goveriment” and to
guard from the realities of foreign entities using more than “diplomatic means to influence

government policies.”’ The bill received strong bipartisan supbbr,t and easily passed into law.

4 U.S. Const. art.], § 9, cl. 8.

5 Lori Fisler Damrosch, “Politics Across Borders: Nonintervention. and Nonforcible-Influence over Domestic Affairs,” The American Journal of
International L.aw 83 ,(1989): 1- 50

6 Jéffrey K. Powell, ® I'rplubm i (-:qunpmgn -Goutributions from Forcign Sturgas: Quc;t.gtmmg‘ll\i:r Justification in.a Global Interdependent
Economy,” Universify:af: Peml.rylvama Joirnal -of liloknativiil: L‘mnom:c: andLaw. LT2006):960;

7 Bruce D. Brown, “Alion Donors: lhe-hmc:puuon ol‘Non-Cnmns m.lhe us Cam'piii'g'il F‘ilﬂlﬁcé Symm Yale Law and Polccy Review IS, no.

Lt

2(1997): 509. . = . : u
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Foreign Involvement

The 1966 law was not enough. By 1974 it became ¢lear that foreign governments and
individuals were still pouring large sums of money into i&-m,er_ican presitiential campaigns.
During the 1972 campaign, President Richard Nixan alle'g.ecfﬂy reccived $1.5 million from the
Shah of Iran, approximately $10 million from Arab interésts, and $2 million from French
businessman, Paul Louis Weller.® Other reports claimed that the military government in Greece
had also provided funds for the Nixon campaign, along with contributions from Canada and
Uruguay. A Greek industrialist was said to have given a $25,000 contribution after he had
received a $4.7 million contract to supply fuel to the U.S. Navy.’

As a result of those charges and revelations, in 1-976 Senator Lloyd Bentsen of Texas

proposed an amendment to the Foreign Agents .Registra'tio;n Act. that would bar all foreign :

nationals, asido from resident aliens, from coutributing to domestic campaigns.'® Bentsen
deelared that he did “not tlink foreign mations have sny business ih our political campaigns.
They cannnt vate in our elections, so wity should we allow them to finance our elections? Their
[foreign natians’] loyalties lic elsewhere; they lie with th%ﬁr own countries and their own
governments.” The so-called Bentsen Amendinernt passed, giving the FEC the power of policing

the issue.

The prohlem of foreign involvement in federal campaigns persisted despite the tightened
laws. During the 1980 Presidential election, Philippine Presi.d'ent Ferdinand Marcos installed a
plan to funnel cash to both the campalgns of both President Jimmy Cater and his challenger,
Ronald Reagan.'! .

U.S. government electronic intercepts reveal that, in 1991, the Chinese government

pushed a California-based Chinese agent named Katrina Leung “to become. a major contributor

8 Powell, 961.

9 Kenncth P, Vogel, “Lawsuit rcvives fears of foreign cash,” Politico, May 12, 2011,
http://www.politico.com/newa/storics/0511/54802_Page2 himl.

10 Cong. Rec. 7lleong 2nd sess., 1930, 72, pt. 10:10828:30; Cong. Rec. 93 Cong. 8783 (1914)

11 Jeff Gerth, “Plan for Contributions to Reagun and. Carter found in Marces Files,” Neiv Yor) T:me.r. March 19, 1986,.1.
hﬂp.llwww nyumes,coh#l986/0311‘leorldlplan*r6t conmbuuons -t0-Teagnil and-cmerrfound tin- mumon ﬁlc&html
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to the Republican Party.”lz President Jiang of China alleg'efdly told Leung that the effort was

|
important “because we don’t know if a new president would be as friendly as Bush.” As China’s

spy chief Jiao Chunwang told her, “we take every Qpportuini].y to support people we like...It

would be nice to haye friends. like you to be involved in U.fS. politics. Every little thing adds

up.” Leung went on to.contribute $27,000 to the GOP in the 12990s.'3

China was not the only region from which foreign qonations made their way into U.S.
elections. Reports show that a powerful Indonesian family, the Riadys, fusneled meney fo U.S.
politicians through an international banking conglomerate called the Lippo. Group.'* Between
1991 and 1993, the Riadys reportedly transferred at least $,8:00,000 through shell companies to
the Clinton campaign.'® The New York Times later reported 'ai:le_g'ations: that the White House had

softened its policy regarding human rights in Indonesia because of the donations. '

Chinese efforts to influence American presidential campaigns continued in 1996. The
Washington Post reported a link between canipaign contributions and the government of the
People’s Republic of Ckine (PRC) in 1997: “A Justice Depa:?.rtment investigation into improper
political fundraising activities has uncovered evidence that the People’s Republic of China
sought to direct contributions from foreign sources to the Democratic National Committee before
the 1996 presidential campaign.”'” Another repart declaf\r.ed that “top” Chinese officials
approved plans to “attempt to buy influence with Americah politicians” before and after the
elections. '® The New York Times further reported that c:onvers'at-ions intercepted. by U.S.
intelligence between Chinese government officials revealed 'that front companies for the. PRC
might try to funnel cash to U.S. campaigns."* ' | '

12 Dnvxd Wise, Tiger Trap: America's Secret Spy War with China (Boston: Houghton Mttﬂln 2011) 110.

13 Wise, 251.

14 Associated Press, “Clinton Donor Pleads Guilty,” CBS News, February. 11, 2001,
http://www.cbsnews.com/stories/2001/03/20/politics/main280178.shtmil.

15 Donald R. Liddick, “Campaign Fund-Raisiug Abuses and Money Laundcring in Recent U.S. Elections: Criminal Networks in.Action,”
Crime, Law and Social Change 34, no. 2 (September 2000).

16 David.E. Sanger, “Administration Moves to Defend Indonesia Policy After Criticism,” Néw York Times, October 17, 1996,
www.nytimes.com/1996/10/1 7/us/administration-movcs-to-defend-indonesia-policy-after-criticism, html?pagewanted=all&src=pm.

17 Bob Woodward and Brian Duffy, “Chincse Embassy Role In Contributions Probed,” Washington Post, Februaty 13, 1997,
hittp://veww. washingtoapost.com/wp-srv/politics/special/campfin/stories/china] .htm. !

18 Bob Woodward, “FBI Links Top China Officials, U.S.- Donations,” LA Times, April 5, 19|97 http://articles.latimes.com/1997-04-25/news/nin-
52236_1_white-housv-official.
_19:Lid ledlch 'Giimp j" Fund :Ruiging-Abases and Moncy. Liounddring:in RecenlU S. Electiods: Criminal. Netwoxks in- I\cuon -2.
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The most famous example of Chinese officials f_unzd'ing U:S. elections is the case of
Chinese Agent Johnny Chung, On May 15, 1998, The New 'Y'ork Times reported that a Iargc part
mllltary officials.?’ Chung captured the realities of poh_tng:_al. fu-ndralsmg when he famously said,
“I see the White House like a subway—you have ta put in, coins to open the gates.” He latar
recounted to a House committee that General Ji Shengde, head -of military intelligence of the
PLA, told him, “We really like your President...] will give you $300,000 U.S. ...You can give it
to your president and the Democrat Party.” Thirty-five thousdnd of those dollars found their way

into Democratic National Committee coffers.

During the same time period, the FBI gave individual classified briefings to six mémbers
of Congress, wamning the members that they had “been targeted by China to receive illegal
campaign contributions funneled through foreign corpgmations}s.”2l The briefings were based on so

called “specific and credible” intelligence information.

Foreign governments clcarly understand how to make large contributions while
minimizing the risk of detection. In 2005, for example, a former FBI translator reported the
contents of a FBI surveillance operation involving the Turki;sb. consulate in Chicago in 2001 at
2002.2% According to published accounts, Turkish governmént officials bragged about sending
hundreds of thousands of dollars in “un-itemized contributions” to then Speaker of the House
Dennis Hastert’s campaign between 1996 and 2000. These '|I'urkish' officials clearly recognized
the rieed for making a large number of contributions under $200 a piece to avoid detection. via
the campaign’s reporting requirements to the FEC. Though Hastert’s office denied the claiin,
stating that there were no contributions of “Guestionable origin or legality,” the FBI’s
surveiltance findings show that foreign nationals are keenly aware of the weaknesses of the

FEC’s regulations.

More recently, the FBI revealed in court documents that the government of Pakistan,

specifically its powerful spy agency Inter-Services Intelligence, has shuttled campaign donations

20 David Johnston, “Committce Told of Beijing Cash for Democruts,” New Yark Times, May 12, 1999,
http://www.nytimes.conV[999/05/12/us/commitiee-told-of-beijing-cash-for-democrats.hitml.
2| Brian Duffy and Bob Woodward, “FBI'Wamed.6 Lawmakers of China Donation Plan,™ Los Angeles Times, March 9, 1997

22 David Rosc; “An Incanvenient Batriot,” Vaniry:Fair, August 15. 2005, httiv, Ilwww \hn|lyﬁur.;gmlnolmcsﬂhﬂuremmsle_lcdmonds!oww _
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through intermediaries to presidential candidates and mcm‘bers of Congress who sat on the
Foreign Affairs Commiittee, notably Congressman Dan [Burton. ® The Pakistanis also

sequestered cash. to the National Republican Senatorial Comm?itt‘ee.

Foreign governments are not the only ones who lilav.e tried to influence American
clections; fareign criminal gangs have as well. As one !ngal scholar put it, “hecause the
Amerigan political system depends so heavily on private financing. in electoral campaigns, it is
vulnerable as a matter of course to criminal intrusions.” 2* Chdrlie Trie, an alleged member of the
Four Seas Triad, an organized crime ring, settled in Little Rock, Arkansas and contributed more
than $200,000 towards the Clinton campaign’s political .eév.ents and $460,000 to President
Clinton’s legal defence fund.® His contributions were -app,arib_r_xt_ly reimbursed from accounts in

Taiwan and Cambodia with wire transfers administered by the state-owned Bank of China.

The present state of the federal election process is not immune to the problems of the
past. Democratic Party election lawyer Joseph Sandler, wﬁo worked on internal Democratic
Party reforms, worries that lapphetes still exist today: “I think there’s a consensus that we don’t
want foreign nationals influencing our elections. What 1'd be worried about novw is the same big

money and failed vetting that we saw in the late “90s. All the warning signs are there.” *¢

The U.S. has buaned foreign campaign contributions, as have other nations like Japan,
Germany, and tho United Kingdom, eut of the beliet that accepting them will tireaten national
sovereignty and that the U.S. should determine its own laws and elect its own officials free of
outside interference.?’ In January 2012, the U.S. Supr-emé Court unanimously upheld these

laws as constitutional in the case of Bluman, et al. v. Federal E:'lle'ction Commission.?®

23 Charlie- Savagg :andBric Bchmiu, “tRakistan!s Milkary. Plotted 1o’ Til .S, Policy, FBl-Says,” New. York-Times, July 19,2011,
hlxp.IIWww nytimeE: cquZOI lm7l-20luslpo||l|can0agnnl hhhl? v:=l &pnge\imnlédnll

24 In.the'19903, Russian-émigrés living in:bic U.S. bieliéved 1o- hwe'hnd Yinks wiil- orgnmzed crime mude campaign contributions ta botk
Republicans and Democrats. Robert J. Kelly. “The Pohtlcd-Cnmmul NEkus in- 1‘hc United Siates,” Trends in Organized Crime. S, no. 2
(Winter 1999); Thomas Catan, “Russian Mafia Link to U.S. Campalgn Funds,” Sacial Contract Journai, 10:2 (1999).

25 S.Rep. No. 105 -167.

26 Stgphen.iraun, “Forcign donutions.ut risk in super PAC landscape,” The Washington’ 1mfu‘. Febryary:10,.2012,
hittp:/feww, wnshmglonumes.cmnlqunlzmercblrwfoielgn-doﬁaﬁms ml:-mper pnc-lnndmpeﬂpngﬁll

27 Spcull'wnlly Anicle:22 ol'.lapnn s Political Funds Qonlml an. (173 nl Hi
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The Internet Age
i

" In the past, foreign governments have relied on middilemcn to transfer illegal campaign
contributions. With the explosion af Internet campaign ﬁlpd:ais'mg, the praspect of foreign
powers, criminal gangs, foreign individuals, ot doimestic fraudsters making direct campaign
contributions to American elections becomes far more l'ikely.; Put simply, campaign fundraising
crimes are now just a click away. Rather than risking detektion or relying on a middleman,
dont;tions can be anonymously donated through campaign: websites. The state of Internet

security of many political campaigns’ websites leaves American elections vulnerable to fraud or

foreign influence.

In 1999 the Federal Election Commission approved the practice of campaigns accepting
donations via the Internet.?® To protect the integrity of the éiection process, the FEC requires
every campaign to make its “best efforts” to cellect identifying information on all contributors
over $50.%° This identifying information must include the donar's name, mailing address, date, .
and amount of contribution. For contributions over $200, ca,mpaigns are asked to also collect the
name of employer and occupation. Donations that are $50 or: less fall undet the “Pass-the-Hat”
rule. This rulc allows a campaign to report all donations that ;lre $50 or under simply as a lump
sum, and does not require the campaign to keep any identifyfng record of the donor. However,
because campaigns are simply required to make their “best efforts” to collect identifying:
information, a carr;paign that requests the information but does not receive it has not violated

campaign laws.

Given the frenetic pace of political elcctions as well as the limited staffing of most
campaigns, candidates and their advisors often have little jncentive to manually verify the
identities of their donors. Even worse, some candidates choose to turn off industry-standard anti-

fraud credit card technology that would prevent most fraudulent donations. Indeed, some

29 Federat Blection Commission, AQ 1999-17.
30 § 104.7 2 U.S.C. 432().
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candidates appear content with lax security, negligently inviting foreign or fraudulent cash into
their campaign. '

As former Federal Election Commission Chairman Scott Thomas has pointed out, the
fact that campaigns do not meed to even itemize donnti'énis of léss than $50 inoreases their
vulnerability to “robot donaticns,” in which any nutaber of smail donations ceuld be made with
unique aliases, fictitious addresses, and other generated perso!nal informatiom®' Campaigns have
every incentive to choose negligence over vigilance. “Yipp:iv doo, let’s go, no need to check
anything,” Thomas told the National Journal.*?

The ability af individual dotors to give to campéigns via the Internet has had a

|
tremendously democratizing effect on politics. However, theé potential ease with which illegal
donations—whether foreign or domestic—can flood into campaign coffers with the click of a

mouse raises serious questions about the integrity of campaigxlg donations in federal elections.

2008 Election: Obama and McCain

The Obama campaign is by far the most active and 'successful at raising funds on the
Internet. Its experiences in 2008 offer evidence that the problem of fraudulent donations is real.
For example, consider the case of Mary T. Biskup, a retired insurance manager from Manchester,
Missouri. In 2008, then-candidate Barack Obama’s FEC reports lists Ms. Biskup’s $174,800
donation to the Obama campaign.’® This, of course; is fafu' above the legal limit that any
individual can give.* Yet Biskup says she did not contribute-anything to the Obama campaign. *

She was never billed for the “phantom” contributions; someone had taken her name and made

31 A “robo-donor,” or robot donor, is a piecc of software similar to what credit card fraudsters use when making false purchases online. See
Neil Muoro, “Online Giving Opens for Robo-Donors,” National Journal, December 11, 2008, Accessed on Demacracy 21,
http://www.democracy21.org/index.asp?Type=B_PR&SEC=%7B4DBEBBF2-891B-4C48-B02B-
8B8AAEI3CED6%7D&DE=%7B64BFF559-221E-4364-982E-B7C70D867797%7D.

32 Ibid.

33 Federal Election Commission, Transaction Query By Individual Contributor, accessed 8/10/2012,
https//www.fec.gov/finance/disclosure/norindsea.shtml.

34 Current PEC laws state that each citizen may contribute a total of $5,000 to a presidential candidate per clection cycle.

35 Mathew Mosk, “Obama Acceding Untravrablo Donnbinns,” The Washingtan Post, October29 2008, htip:/fwww. \nshmgtonposwomlwp
dylvonnlemlminleﬂoowlOIZSIARlOOBWIWM 13.himl.
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contributions with another card. Who gave the fraudulent donations? How did the person slip

through the system? To whom did the campaign return the money? The answers remain unclear.

In another instance of blatant donor fraud, a donor narj?ned Doodad Pro made at ledst 791
contributions to the 2008 Obama campaign for a total of $19,065.% All of these donations were
small donations, 313 of which arrived on September 26" -ZOOé alone. Over a two-month period,
the campaign also received 835 donations for a total of $20,225 from a donor named “Good
Will,” 92 of which were made on March 30, 2008.

The Obama campaign reported that it worked Wiligently to return inappropriatc donations,
screening donations where a single person used multiple créadi,t cards, instances of suspicious
addresses, strange words, or improper business affiliations.*’
2008 contributions to the Obama campaign found nearly 3;,000 donations from more than a
dozen people listing fictitious donor information, with names isu‘ch as “Test Person” from “Some
Place, UT.” Contributors “gjtjtjtjtjtir, AP” and “QWERTTYYU” were also nccepted. A brief
New York Timas study found more then $40,000 in donations from people who didn’t exiat.*®
The Obama campaign did return $33,000 to two Palestinians who bought T-shirts on the

campaign’s website.”®

The McCain campaign, though far less sucoessful at raising money online, -also: had
problems with fraudulnt donations. In August 2008, the McCain campaign reimbursed about
$50,000 in donations tied to Mustafa Abu Naba’a, a Jordanian businessman who was connected

to a campaign fundraiser.*® The New York Times discovered that 33% of the McCain campaign’s

36 Michael Isikoff, “Obama’s ‘Good Will' Hunting,” Newsweek, October 3, 2008, http://www.thcdailybcast.com/newsweek/2008/10/03/0bama-
s-good-will-hunting.html.

37 Neil Munro, “Online Giving-Opens Door for Robo-Donors,” http:/www.democracy21.org/index.asp?Type=B_PR&SEC=%7B4DBEBBF2-
891B-4C40-B02B-888AAE13CED6%7D&DE=%7B64BFF559-221 E-4364- 9825—370700867797%7D

38 Michael Luo and Grifl Pslmer, “Fictitious Donors Found in Obama Finance Records,” New York Times, October 10, 2008,
http://www.nytimes.com/2008/10/10/us/politics/10donate.htm]?pagewanted=all.

39 Jim McElhatton-and Jennifer Haberkom, “Candidates Slow to Detail Forcign Fiinds; Lists Show Large Number of Questionable Sources,”
The Washington Times, October 27, 2008, http://www.washingtontimes. cnmlnewsllﬂOSlocle’llcandldum-nlow to-detail-foreign-
funds/?page=all.

40 Matthew Mosk, “McCain Campaign Returning $50,000 From Fla. Bundler,” The Washington Post, August 8, 2010,
____liupifjvewv.wathingtonpost.com/wp- dyn/comcnummleszomﬁ/oWARzoososovoz|33 hml
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foreign donations did not include basic information such as the eontributor’s compiete name and

address.*'

In another instance, Ala’a al-Ali, a foreign national living in California, was indicted. by
the FBI for orchestmtmg at least $60,000 in {llegal cnntnbutlons to: the McCain and other

presidential campaigns.*

These are only known cases of fraudulent or mysterious donations, thc ones that were
-caught. It is impossible to know how much bad money is actually flowing to political
candidates. One contributing factor is that the FEC has no specific technical requirements when
it comes to campaign’s rcceiving online donations. * As FEQ spokesman Robert Biersack put it
to the National Journal, “The committees are rcéponsib_le for providing accurate information
about the identifying characteristics of their donors...The p;'ecise mechanisms of that are not

44

The FEC says that it is alert to signs of foreign
9345

necessarily written into the regulations.

donations but acknowledges “the potential for circomventing: the exlstmg rulos.

Those existing rules are minimal, and political fundra;,lis'e,rs often rest on the theory that
the banks will receive complaints from credit card holders reporting fraudulent donations. Banks
are “always going to be the fundamental check on fraud and illegal donations,” says Jonathan
Sucker, a co-founder of ActBlue, a progressive online pcélitical fundraising organization.*
However, leaving the protection process to the banks assumes that stolen credit card numbers are
being used and that victims will discover and report the criné1e. As banks focus on addressing
contested transactions, the use of pre-paid credit cards or donations made under fictitious names
by valid credit card holders would not be reported to the banks, Mary Biskup’s credit card. was

never stolen, just her namc.

41 McElhation and Haberkom, “Candidates Slow to Detail Foreign Funds; Lists Show Large Number of Qucstionablc Sources.”

42 “Caribbean Men Indicted for Orchestrating lllegal Contributions to Presidential Cnmpngns', The Federal Bureau of lnvestlgnnon.
http://www.fbi.gov/losangelcs/press-releases/2009/16022509usa. htm.

43 The closest thing to.a'technical requirement is FEC Advisory Opinion 2007- -30:(4), handed downi to the Chris Dodd campaign. The Advisary
Opinion assurcd the Dodd campaign that online contributions confirmed through the CVViand AVS would be “matchable.under-the
Matching Payment Act.”

44 Neil Munro, “FEC Rulcs Leave Loopholes For Online Donation Data,” National Journal, Ociober 24, 2008, Updated January 10, 2011,
http:/www.nationaljournal.com/njonline/no_20081024_9865.php.

45 Braun, “Forcign domations at risk io super PAC landscape.”

_46 Whinitp; “Onlino GlvingOpene for Robo-Donas.”
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Inadequate and Outdated Laws

As Lawrence Norton, a former Federal Election Commission general counsel, explained

to the Los Angeles Times, many of the laws that gevern elect:éion fundraising were written in the

1970s when “no cne conceived that a canelidate could raise millions” in small amounts. “It
certainly is a case where the 1970s law is not in step with current nampaign fundrsising
practices.” Norton is right. Because candidates are not required to disclose any donor who gives
lessat'han $200, it is impossible to determine whether so-called “robot-donatiofis” are being made.

Only a federal audit could determine this, and the FEC rarely conducts audits.*’

Interestingly, when the FEC recently approved campaign danations from cell phones via
text messaging, it established restrictions to block contributions from pre-paid cell phones and
from foreign numbers. *® But those restrictions don’t apply 'to pre-paid credit cards and credit

cards with foreign numbers. There is no equivalent “block” for online donations from overseas.

Existing laws are grossly insufficient, and to make matters worse, are barely enforced.
People who donate to campaigns with fictitious names,. for exfample,- violate laws against making

falsc statcments. * But FEC officials do not recall anyone evér being prosccuted for the crime.

Unwanted Foreign Attention in U.S. Elections

Internationally, enormous attention is paid to American elections, pa_-rti‘cular'ly
presidential elections. Global newspapers provide detailed articles on campaigns, fundraising,
poll numbers, etc.’® Foreign websites, some with dubious. lineage, are free to link foreign

nationals to the centribution websites of campaigns. Indeed, these sites, asome of which are

47 Dan Moram and Doug Smnh ‘Obama’s l‘undmsmg prowess cxposcs flaws in law,” The Los Angeles Times, October 9, 2008,
AWl .
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registered anonymously, may even engage in Search Engine Optimization designed specifically

to drive foreign web traffic to the donation pages of campaigns.

In the context of Internet security, this is troquixiwg because, in addition to foreign
governments and foreign corporations quietly funneling finds to candidates for political or
ecanomic favors, foreign nationals who simply like an AmEer-ica,n political caadidate and their
positions can mise funds for the candidate. In 2008, the chicf executive of the Nigerian Stock
Exchange, Ndi Okercke-Onyiuke, organized an August 2068 @fundraiser for a group “Africans for
Obama 2008.” Held in Nigeria, the event reportedly raised $80,000 for the presidential
campaign. Though the event was publicized, Nigerian go%vernmen.t officials intérvened and
required that the donations be retumed to avoid violating U.S. law.”' But had a similar
fundraising effort bcen conducted quietly, or if Mr. Okereke-Onyiuke had organized his
fundraiser and donated to the Obama campaign through the! Internet, those funds would likely

have found their way into the Obama campaign eoffers, given the campaign’s:lack of security.

So wise are savvy foreign nationals to the way of American politics that they often joke
about making donations and make light of the obvious i%nportance- of fundraising for U.S.
presidential candidates. In 2008, for example, a South African newspaper joked about illegally
providing “a hefty donation” to the American presiden;tial canmipaign in 2008: “If yaur
[campaign] systems can’t process a donation from outside the U.S., we’ll send you a cheque,”

wrote the columnist.*

51 “Nigeria: Anti-Graft Body Probes Obama Fundraiser,” Agence France-Presse, August 21, 2008.
_52_Trevor Walker, “From the desk of Trevor Walker,” Business. IJ:_Q: tSuuth- Al‘ncﬂ! Mm:h 3,.2008.
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._laws, authoritics must apply: well-established lcgal.standards and cudcnlmry pmmplcl to the facis.in any:given case.
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. PARTII
The Federal Laws Governing Foreign Contributions to Campaigns For Political Office in the
United States

General Legal Setting

In a sense there arc two sets of regulations governing campaign finances - the federal
statutes and the FEC regulations implementing them. The federal statutes make it a crime for
non-U.S. citizens to donate to U.S. political campaigns and :for anyone to knowingly solicit or
receive such contributions.* The FEC requires that a campaign fulfil various reporting
requirements to insure that the federal statutes are adhered to, However, a campaign’s fulfilment
of the FEC’s rcporting requirements does not satisfy .its overarching obligation to comply with

the laws forbidding donations from foreign nationals.

For FEC reporting purposes campaigns are not required to report the names and
addresses of those giving more than $50 but less than $200 and do not have to even maintain the

names and addresses of contributors giving $50 or less. However, campaigns remain responsible

under the criminal code to not solicit, accept or receive contributions in any @mounts from

foreign nationals.** Notwithstanding the reporting requirements; campaigns have the independent
duty to ensure compliance with the law. Indeed, they risk criminal prosecution for the conscious
failure to do so. This means that whether or not the FEC requires it to be reported, campaigns
have an independent duty under the law to discover and protect against criminal campaign

contributions.*

53 For a detailed explanation of the legal precedence surrounding “knowingly™ please refer to Appendix C.

542U.S.C.44l¢c; 11 CFR 110.

55 The requirement in 2 U.S.C. 432(i) and 11 CFR 104.7 that campaigns usc Lheir “best efforts” lo insure accurate reports to the FEC has no
bearing on the duty imposed by the criminal statuts to not solicit, accept or receive eonmbunons from foreign nationals. In other words, while:
showing “best efforts™ may meet the standard mposed for compliance with reporting duuel, it:does not exoncrate a campaign from. its knowing
solicitation or receipt of funds from forcign nativnals in violation of 2 U.S.C. 441¢. In delm'mmmg whether any person has violatéd the criminal
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Contributions From Foreign Nationals: Title 2 United States Code Section 441e

The federal statute dealing with contributions from foreign nationals is found in the

Federal Election Campaign provisions of the U.S. Cade.*® The statute reads in pertinent part:

441e Contributions from Foreign Nationals

It shall be unlawful for—
(a) Prohibition
(1) a foreign national, directly or indirectly, to make--

(A) a contribution or donation of money or other thing of value, or to
make an express or implied promise to make a contribution or

donation, in connection with a Federal, State, or local election;
(B) a contribution or donation to a commitiee of a political party, or

(C) an expenditure, independent expenditure, or disbursement for an
electioneering communication (within the. meaning of section 434()(3)

of this title); or

(2) a persan to solicit, accept, or receive:a contribution or donation
described in subparagraph (A) or (B) of ;;,aragraph' (1) from a foreign

national.
(b) “Foreign national” defined
As used in this section, the term ‘foreign national’’ means--

(1) a foreign principal, as such term is defined by section 611(b) of Title
22, except that the term ‘foreign  ndtional” shall not include any

56 Title 2 Uniled States Code Section 441¢.
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individual who is a citizen of the United States; or

(2) an individual who is not a cifizen of the United States or a national of
the United States (as defined in section HEO] (a)(22) of Title 8) and who
is not lawfully admitted for parmanent residence, as defined by section
1101(a)(20) of Title 8. |

The statute outlaws not onty the receipt of foreign contributions, but it makes it a crime to

solicit them as well.

Prohibition of Soliciting Foreign Donations: The FEC and Regulations Implementing
§ddle

The Federal Election Commission has. promulgated regulations. further delineating the
obligations all campaigns have to abide by the statutes forbidding contribufions frem foreign
nationals. Theac regulations make it clear that the law not only forbids the knowing
solipitation or receipt of such contributions but makes it a crime to provide “substantial
assistance in the solicitation, making, acceptance or receipt of’ contributions from foreign
nationals. Title 11 Code of Federal Regulations (CFR), section 101.20, provides in pertinent
part:

(g) Solicitation, acceptance, or receipt of contributions and donations. from foreign
nationals. No person shall knowingly solicit, a,ccept,'or receive from a foreign national

any contribution or donation prohibited by paragraphs (b) through (d) of this section.

(h) Providing substantial assistance. (1) No person shall knowingly provide substantial
assistance in the solicitation, making, acceptance, or receipt of a contribution or
donation prohibited by paragraphs (b) through (d), and (g) of this section.

(2) No person shall knowingly provide substantial assistance in the tnaking of an
expenditure, independcent expenditure, or disburscmeorit prohivited by puragraphs (e) and

57 2 U.S.C. §4#1e (emiphasis adied).
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(f) of this section.

(1) Participation by foreign nationals in decisions invo:lv'ing election-related activities. A
foreign national shall not dircct; dictate, coritrol, or directly or indirectly patticipate in
the decision-making process of any person, such as :a corporation, labnr orpanization,
political committee, or political arganization with re'_gard. to such person's Federal or
non-Federal election-related activities, such as de,cilbions cancerning the making of
contributions, donations, expenditures, or disbui'se'men!ts in connection with elections for
any Federal, State, or local office or decisions cm;lcemi-ng the administration of a

political committee,

(i) Donations by forvign natio.nals to inaugural commiétees. A foreign national shall not,
. I :

directly or indirectly, make a donation to an inaugural,committee, as definedin 11 CFR

104.21(a)(1). No person shall knowingly accept from a foreign national any donation to

an inaugural committee.*®

The Regulations go on to provide guidance on what coinstitute_s'a “knowing” violation of

the prohibition on the solicitation or receipt of contributions from foreign nationals. Under
section 110.20(a)(4):

(4) Knowingly means that a person must:

(i) Have actual knowledge that the source of the funds solicited, accepted or received is a

foreiga national;

(ii) Be aware of facts that would lead a reasonable paison fo conclude that there is a
substantial probability that the source of the funds selicited, accepted or received is a

foreign national; or

(iii) Be aware of facts that would lead a -r'casonable'pe:rson to inquire whether the source
of the funds solicited, accepted or received is a foreigh national, but the person failed to

conduct a reasonable inquiry.

.58 11 CFR 110.20.
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(5) For purposes of paragraph (a)(4) of this section, pertinent facts include, but are not
limited to: '

(i) The contributor or donor uses a foreign passport or passport number for identification

purposes;

(ii) The contributor or donor provides a foreign address;

(iii) The contributor or donor makes a contribution or donation by means of a check or
other written instrument drawn on a foreign bank or: by a. wire transfer from a foréign

bank; or
(iv) The contributor or donor resides abroad.*®

As explained more fully below, while no person can, be held accountable under the law
for violations he or she is powerless. to prevent or for violations. of -which a person had no
knowledge, the law recognizes that to peomit meaningful enforcement a person canmot escapé
responsibility for a crime by deliberately ignoring facts and circumstances that wauld lead a
reasonable person to conclude that a crime is most likely being committed.® Moreover, the FEC
regulations make it clear that a campaign official cannot avoid criminal culpability by ignoring
facts that would lead a reasonable person to inquire whether foreign nationals are contributing

funds to the campaign.®!

The Penalties for Violating the Foreign Contributions Statute

The penalties for violating the law on foreign donations are set out in Title 2 U.S.C.
§437g(d)(1)(A), which provides:
(d) Penalties; defenses; mitigation of offenses

59 11 CFR 110.20 (2) (4)&(5).
60 L1 CFR 110.20(a)(4)ii).
61 LI CFR L10:20(a)(s).
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(1)(A) Any person who knowingly and willfully commits a violation of any

provision of this Act [the Federal Election Campaign Act] which involves

the making, receiving, or reporting of a,n;!a contribution, denation, or
!

expenditure--

(i) aggregating $25,000 or more during a calendar year shall be fined

under Title 18, or imprisoned for not more than S years, or both; or

(ii) aggregating 32,000 or more (but less thdn $25,000) during a calendar
year shall be fined under such title, or imprisoned for not more than 1

year, or both.”

Because the solicitation or receipt of foreign contributions is prohibited under the
Federal Election Campaign Act and involves the making, receiving or reporting of political
contributions or donations, these crimes carry the max-imt%m. penaltics preseribed in Bection
437g.% Accordingly, the solicitation ar receipt of foreign contributions in an aggregate ameunt
exceeding $25,000 is a felony, subjecting the violator to féderal imprisonment for up to five
years.% Aggregate contribution amounts between $2,000 ahcfl $20,000 carry penalties of up to a

year in federal prison.%®

The statute was presumably designed to prevent our: nation’s p(;litical campaigns from
being mffuenced by foreign interests and nationals who have no right or standing to participate
in our internal election process. It would be hard to envisibn a .more serious violation of the
statute and threat to our sovereignty than one involving sul;stantia'l contributions from foreign

nationals.

m ) GAIl |.A§.merica the Vulnerable
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63 Title 2 U.S.C. §4375(d)(1XA)(0).
64 Title 2 U.S.C. §437g(d)X(1)(A)(D.
65 Title 2 U.S.C.-§4378()CH)(ANi).
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The Elements of a Criminal Offense Under §441e

Every criminal offense in the federal code has eleme:nts that must be proven to establish

that the crime has been committed. The elementa of an affensc under 2 U.S.C. §441e¢ are the:

(1) knowing,

(2) solicitation, acceptance or receipt,

(3) from a foreign national as defined in 441e(h':),

(4) of a contribution or donation of money or otzl'her thing of value,

(5) in connection with a Federal, State, or local election.

The last four elements above would normally be established by direct evidence, and would
not be subject to meaningful challenge in proceedings unde:r the statute. If a person solicits,
accept or receivas a contrstution from a foreign natianal to d potiticai campaign for elective office

in the United States, those four elements are met.

The law does not make it a crime to unintentionally or unknowingly receive contnbutions
from foreign nationals. With an increasingly global economy and the international reach of the
world-wide-web, it would be difficult for any campaign to.meet so stringent a standard. Congress
has criminalized only the knowing receipt of such contributions.5 But the law does not allow a
person to cast a blind eye to the truth. In other words, no one tan avoid responsibility for a crimé
by deliberately ignoring the obvious. Moreover, because knoWled'ge and intent are states of mind,
they are almost. never snsceptible of direet proof, -and almost. invariably must be shown by
circumstantial evidence. For tlds roason, the courts havo loilg rocognized that knowledge and
intent oen be preved by showing that under all the nireumslanc:bs a rcasopable person would be on
notice that a crime is being committed Meoreover, persél)ns whose greater expertise -and

sophistication make them better able to discern the likely outcome of their actions or omissions

66 2 U.S.C. 441(c)and.11 CFR 110.20,
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are less able to convincingly disclaim such knowledge.®’

67 See Apparidix: C for further explariation of the lcgni intricacies of tknowing:"
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PART III
Federal Laws Governing Domestic Donations, Campaigns’ Online Donation Tools, and

Vulnerabilities

Federal law, in addition to banning foreign campaign. contributions, also limits donations
from U.S. cmzens (Table fmm the FEC websnte) 68

© each '_Sbiclul'hinlti

candidate or

candidate

committee par

slection | ear ] : .

individual ~[s2;500* Tsad'.loo: sxo,ooo i IWss,ooo .
may give F (cambined limit) $117,000%
ovarall biennial
limit:
o $45,200¢
! to all
candidates||
e $70,808% ||
to all PACs
snd
parties|2]
[#5-000 Mollmlt N limit Tes.00 $43,1002 to
.-E“-m“m't ‘m '
(combined limit) ‘ '
; ts. $15,000 | .

(mnluundldatc) 4)
|may give.

PAC ' tz,soov uo.aoo‘
(not

multicandidate)

may give

{Authorized $2,000[5] |INo limit No limit ss,ooo Ilmlt
Campalgn

Committee may

glve J

510,000
(combined limit)

68 "The Campsign Finance Law," Fedcral Election Commission, Contribution Limits 2011-12 Chbart, Published February 2004 (Updnted
____Fobniafy-2011), hujsirveww.fec: _Loﬂmgsfbrocl|urealfccfecuhlmlll(?onmbnuon Limits. |

GAI|. Amerlca the Vulnerable

[ S R




138443408949

Reporting Burden on Campaigns

To ensure that the rule of law is being adhered to, federal statutes and FEC regulations
impose reporting and recard keeping requirements on federazl- campaigns and specify the level of
reporting fequired for different contribution amounts. The law requires every federal campaign
to keep account of and report the “identification” of any person who makes a contribution of
more than $200 or multiple contributions aggregating m_cére' than $200 during any caiendar
year.® “Identification” is defined by statute to include the c:omr'ibutor"s name, mailing address,
occypition and employer.” For contributions over $50 But less than $200, campaigns are
required only to maintain a record of contributors’ names and ad_cire.‘s_scs.Tl Contributions of .$"'_5.0.
or less fall under the “Pass-the-Hat rule.”” The FEC perrnits| campaigis to report such donations
as a lump sum figure and does not require cantpaigns to maintain any identifying information of

the donor.

The Pass-the-Hat rule was created to handle in-person campaign events of the type where
a campaign’s recording the amount of money each contributdr gave would be overly burdensome
(events such as a public barbeque). As previously explained, this rule gives campaigns the
flexibility to report indivi&ual contributions: under $50 as ailump sum without ideritifying each
individual donor. Of t_he lump sum, neither the number of d:ong.,tions nor' the individuals making
‘them need be reported. The FEC clearly states that such everits are coinparatively rare and that Iit
is unduly burdensome for campaigns to track precisely who gave a small dollar donation, as
when a hat was passed around the table for contributions in cash.” However, the Pass-the-Hat
rule still exists ih an age when small dollar domations may be givén twenty-four hours a day,

seven days a week anline. Campaign finance treasurers are antly expected to make their “best

69 2 U.S.C. 43(c) and 434(b); 11CFR 102.9(s) and 104(3)(a)(4).

70.2 U.S.C. 431(13).

71 2 U.8.C. 432(c); 11 CFR 102.9.

72 2 U.S.C. () (2)&(3).

73 Agends Document No. 12-39, AO 2012-17, Draft A, Federal Election Commission, Footnote-9, page 8, (2012),
_ hup.llsan: nictusa. comlnodocsl 1209990.pdf;
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efforts” to cnsure that these small donors do not violate the FEC donation caps discussed above
(see footnote 51).

While the FEC reports a campaign’s total non-itemize?d contribu'ﬁéns, it-does .not publish
the raw data of such contributions (coliecteii in something: t;::ai_led an F3 form). To obtrin the
munber of people making up that lump sum and the identity :.afthnsc contributors, om: must get
them directly from the campaign. In a phone interview conducted by the Gavernment
Accountability Institute, the FEC stated that candidates rareléj release the identities and number
of contributors who fall under the Pass-the-Hat rule. Neither the Obama ner the Romney

campaigns have ever released this information. Not even the FEC has this information.

The FEC has no specific requirements on card providers, third-party processors, or

acquiring banks. Instead, campaign treasurers aré tasked wi'tii ensuring that these parties and the

campaign itself are operating within U.S. election laws.” ‘The degreée to which a campaign
polices itself is extremely broad. As stated above, a campai‘:-'gn. is only required to disclose the
identifying information of a douation If the donor gives miore than $200 in a calendar ycar.
Campaigns caux and do solicit online contributions at just below the $200 tireskold, which
conveniently avairs transparency. Though many donors, preferring ta stay below that threshold
to avoid solicitations from other campaigns, will only donate an amount below $200, the
situation creates the incentive and opportunity for campa'igns to look the other way when
questionable donations come their way. Below is an email :sol'icitation sent out to prospective
contributors from the Obama campaign requesting contributions of $190:

74 2 USC § 432.
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OBAMA © BIDEN|

Anthony -
in a few duys, ['ll be hiting the trail for my last campaign.

Everything we'es accomplished I the past thres years — and -o(fnr chanée lo do so
much more — la on the line. ;

What we do todey will be 8 mieasure-of whather or not m"re.l'udy'to:ﬂgﬁt forlt.

Donate $180 or whaisver yoi can before bnight's kmdralsing deadiine.

By pluihg in before midnight, you'll aitomatically be in thé running to join me and
George Ciconey at Ris plave on May 18, If's not often | can get away frem weik, so |
ook forward to spending a fun avening in L.A. with a couple uuppodﬁn like you.

In the maanfima, lef's clons oyt this deakline sirong:
hitps:/donate barackobama .convMidnight-Deadiine
Thanks,

Barabk

A campaign’s vulnerability to fraudulent foreign or domestic campaign contributions ‘is
not for a lack of available technology. Online businesses; and credit card -companies have
developed a host of effective anti-fraud tools to detect and minimize Internet credit card fraud.
But the FEC does not even require the least. of the anti-fraud tools that are commonly used in
online business. In fact, nearly half of Congress fails to use the simplest of these technologies for
their online fundraising efforts.”

75 Please see Appendix A.
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Credit Card Fraud Prevention Tools & Techniques

To combat online credit card fraud, the merchants and crejdit card companies have devised a
myriad of toods and technigues. " Industry experts recomien the use of the two industry-

standard toals that are casy to install and even easier to maintain:

1) The Card Verification Vaiue (CVV), the CVV, also known as the Card Sceurity Code
(CSC), CVV2, or Card Verification Number (CVN), is a thiee or four digit number generally
imprinted on the back of the card.”’ Its purpose is to verify that the person executing the
purchase physically possesses the card. CVV is an automated system. If the automated system
detects possible fraud, the vendor’s system is notified of thel: anomaly, and the transactions are

generally declined.

2) The Address Verification System (AVS), the AVS compares the numerical data in the
address provided by the cardholder against the information held by the processor. This allows
the vendor (or a campaign) to ask for a billing address (street number, apartment number, PO
Box number, and zip code) with the card information, and check any numerical data in the

address against the numerical information on file with the card issuer.

Unlike the CVV, a website can be set to accept muitiple degrees of error in the AVS.
Thus, depending on the degree of error the Webmaster allows for the AVS, a transaction might
not be flagged as potentially fraudulent if the purchaser r‘n‘ist)’:;ped the address associatéd with the
card. While all mejor U.S. credit caad issuers are AVS contpliant, nlany faceign card issuars are

not.

76 E-commerce professionals speak in terms of preventing-and suppressing online fraud — not eliminating it. Typically such professionals treat
2% -4% fraud rates as the cost of doing business given the current stute of the art. ’ ’

77 Visa, Master Card, and Discover use three digits. American Express uses four digits. The terminology has changed, and i uscd differently by
different card-procéssors and card issilers; no matter the naré; the funcion is the same.|
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Consequences of Failing to Use Industry-Standard Anti-Fraid Onlirie Security Tools

The consequences of a campaign choosing not to use eitiher of these industry-standard anti-
fraud tools are considerable, especially when weighed against the relative ease with which they
are installed and maintained. In all credit card transactions, th!e merchant or campaign is charged
a small percentage of the payment/donation. However, merchants/campaigns that don’t use the
CVV and AVS are typically charged a much higher rate. Cy:bcrsoutce typically charges a $0.25
flat fee per transaction and 2.19% of the transaction amouﬁt for campaigns that use both the
CVV and AVS.” Cybersource typically charges 3.64% of tl;e donation amount for campaigns
and other merchants that don’t use either of the two tools.”

4.00% T

3.50%

Without CVV

Percent of Political Contribution Paid to Cybersource

78 Visa's Cybersource is a major provider of card processing scrvices for Presidntial campmgm Cybersource’s tates are very similsr to those of
First Data and Bank of America.

79 These numbers were quoted.by 8 Cybersource representitive. |
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On top of the transaction fees, any campaign that must retutn 2 disputed transaction, no matter
how small, would typically pay a substantial “chargeback fec” for each returned contribution.*®
Considering the cost of not having both the CVV and AVS, why would a campaign not usc both?
Banks don’t charge for providing CVV and AVS techno‘lc‘giies. Any campaign not usiag these
industry-standard security tools is increasing its costs and urihecessarily increasing the risk of at

least two types of potential fraud:

e The Fraudulent High Dollar Donor(s): ~the fraudulent high dollar donor is politically

motivated and is sceking to avoid detection by making numerous donations below the
$200 dollar threshold, over which their donation must be identified; they may seek to
excéed campaign donation limits.

* The Unintentional Fraudster —a foreign national who xs unaware of U.S. clection laws but

sympathetic to the campaign. Such an individual .can easily end up on a campaign
donation page. Given that a number of campaigns list the U.S. donation laws in an
inconspicuous place on the “donste” page, it is easy to see how illegal donutions oan be

made with no malicious intcnt.

To be sure, even with the discussed tools in place, the potential for fraud still exists.
Nevertheless, campaigns that use these industry-standard anti-fraud credit ¢ard security features,
especially the CVV, significantly increase the odds that FEC laws won’t be violated. In the case
of thc Unintentional fraudster, for example, use of the above tools would eliminate the
vulncrability almost entirely. A geo-location system could be. used to alert the unintentional
fraudster of U.S. law in a language specific to. the visitor’s region. In the case.of the fraudulent
high dollar donor, the CVV and AVS would make his or her task much rnore difficult to
accomplish and easier to detect.®' |

During the course of the investigation, the Governient Accountability Institute found
that even sophisticated campaigns and federal authcrities seem to be unaware of individuals who

are misrepresenting themselves and soliciting funds while posing as political party organizations.

80 Chargeback fecs vary from bank to bank. According to several industry experts, $35 is 4 common chargeback fee.
81. “2012 Online Fraud Repori=13th Annua! Edition," 4. |
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Indeed, these frauds operate out in the open. Consider the websites
democraticnationalcommittee.org and republicannationalconfmittee-.qrzg. Both websites appear
legitimate, use the logos of the named party, and accept do‘na:ti'ons-. Howéver, these websites :are
not owned by either of the political parties but instead are l:!oth owned by a men who lives in

Massachusetts.

erisYours ¥
ationalComumittée.arg
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This flagrant misrepresentation is taking place in a iclear and "conspicuous .fashion.. In
fact, the fraudulent democraticnationalcommittee.org webs'é’t'c. is feeding information. Into the
official Democratic National Committte’s Google. Analytic§ account, suggesting that the DNC

isn’t awere that its security has been compromised.®?

Robo-Donors

The FEC currently has no technical security requirements for campaigns. to solicit and
receive contributions, creating vulnerabilities for all -campafi'gns. that. fail to- employ industry-
standard anti-Raud credit cards security features. For example, in the abscnce of the CVV or
AVS, a foreign donor wanting to influence a federal election, could make $100,000 in donatiens
during the lant month of a oampaign from five credit card accounts by using a “roba-donor” that
randomly selests U.S. names and addresses from a database and makes $10, $25, and $40

contributions.

A “robo-donor,” or robot donor, is a piece of soft\;vare that will “attack” a point of
purc¢hase (in this case a donation) with a list or database of credit card numbers that are either
stolen, randomly produced using a random number :geﬂeratox;t, of obtained legitimately. A well-
implemented robo-donor could make it possible for a single p:erson. or entity to unduly influence
an election by making 4 large mumber of donations, each of which could evade the $200 doller
reporting thresheld or the Pass-the-Hat Rtule. The use of card security features makes fraud via

robo-donor amre difficult,®

82 The Google Analytics account number is UA-70251-1, and a.simple Google search for that number will reveal that it-is associated with the
actual DNC websites. Google Analytics is 2 tracking software used by Webmasters to give them information about the sitcs that on which it
is installed.

83 While the AVS lool would atop Virtudlly-all the -fraudylent transactions atiempted with cn:dll card.numbers created by a random number
generator, a fraudster could still use those Aegitinviie ¢redit card numbers to which he knows the address, Such cards might have been-stolen
by any number of methods, or held: h.mnmnmly 87:8% df the traffic flowing: However, tke usc.of AVS could also reduce the likelihood of
bypassing the reporting limits.
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But since fraudulent donations translate into more campaign dollars raised, few
incentives exist for campaigns to protect themselves a_gain‘st‘ggobo.-dono'rs and other frauds. The
$200 threshold for reporting donations makes it almost impo?Ssi‘ble for outsidé watchdog groups
to detect fraudulent donations. Furthermore, those campaignsf that dan’t accept federal matching
funds are not required o submit to the mandatory nudit 'tha:t accepting federal matching funds
brinés, effectively shielditig them against chiuges of faul play; unless fraud is ohvious.?*

84 “Public Funding-of Presidcntial Bicctions,” Federal Elections Goiniinission, -l'l'lli):‘I.M\_v_w:l'fei:.gb;vfﬂnE«I&mchurub_uﬁﬁmdssliml:

AT e
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PART IV
i Current Vulnerabilities to Federal Candidates’ Online Security

The Government Accountability Institute has conducted an in-depth investigation into the
state of the federal election online donation process. Questic_fa',ﬂs that the investigation sought to

answer were:

1. Do campaign websites use industry-standard online anti-fraud security tools?

2. Do campaigns purposely or accidentally solicit foreigri nationals for donatioris?

To answer these questions, the Government Accoumablhty Ingiitute looked at the securnty
employed by all 535 members of Congress on their official campaign websites as well as the two
leading presidential candidates. Given that presidential candidates Listorically have been the
primary recipients of contributions by foreign govemm'enits and nationals, the presidential
candidates were inyestigated more tloroughly than were the members of Congress.

The Government Accountability Institute gave an Q:qual amount of attention to both
presidential candidates at the onset of the investigation. Ad@iﬁona"l investigative attention was
assigned to examine anomalies, regardless of which candidate’s online donation platform
presented the discrepancy.
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. .85 .-Sg.;g=i_\'mlq:_nai:x_'§_.fgr,a_l_is_l'of which:members of Gbiigresi’do and do not use the CVY....| .. . _ . .
goii Songresyco o —— S :
@ GAI | America the Vulnerable

Congress’s Use of Industry-Standard Anti-Fraud Credit Qard Security Measures®

47.3% of Congressional Campaign Webs;'-tes, do pot:use

CVV Anti-Fraud Security Protection

Note: The data reflect CVV settings on congressional campaign websites as of August 14-
15, 2012.

History shows that foreign actors are interested in- contributing to the campaigns of
members of Congress. As we’ve seen, foreign nations, including Pakistan in recent years, China

in the 1990s, and the Philippines in the 1960s, have alli funneled campaign donations to
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congressional candidates to curry faver and influence. These are, of course, the cases that were
brought to light.

Foreign powers have funneled these contributions in order to influence policy. Members
of congress who sit-on powerful committees are-especially vulnerabic to such. activities. Take
Congresswomaan Iiena Ros-Lehtinen, Chairman of the H.o'usé International Affairs Comnittee.
Prior to May 1, 2012, her campaign website did not require the CVV to contribute to her
campaign. Though GAI found no evidence that illicit contributions were made- to her campaign,
her position and influence make her a likely candidate fotl; such an operation. Her website
Voteilena.com does not receive significant foreign Internet ?trafﬂc nor does she have foreign
websites linking to her page. Without the CVV, screening ou;t foreign donations falsely labeled
as domestic would be extremely difficuit.

Another possible motivation for foreign influence couid be ethnic solidarity. Republican
Senator Marco -Rubio of Florida is Cuban-American and agi_:ea‘ls to the large Cuban diaspora
living throughout Latin America. Dwring his mn for the Senate in 2010, Rubin did not require
the CVV from his online contributors.® The Government Accountability institute found
considerable international interest in the Rubio campaign, in!oluding significant foreign traffic
going to the website inarcorubioforussenate.com. Links on foreign websites often took the form
of videos that fedtured links to “donatc” to the Rubio campaign.

Examples of foreign websites linking to the Rubio campaign’s webpage include:

1. An Argentinian website features a video of Senator Rubio with the caption “Stand with

Marco today ~ donate now! Click the link in description below According to Markosweb, a

86 The Rubio cn.mpmgn began requmng the CVV code on May 1st 2012. Menibers who use, the same fundraising consultarit as the Rubio

<cumpiiginPiry¥iof San' rrnnclm -8lso.started.to-require the CVV code on the.same'diy: -
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leading web metrics firm, 93.3% of the

Iraffic to the

5% of its traffic from , Latm

87 Video, “Marco on Fox Business Network " WWW;| gompues

co!n .arlv. GP i
88 “Trimen, Info" wohsnc. lmpJIlnmen-:nf&v«r—vudﬂﬁr7004_ rslinnn:o ibio

ficistie) pnl'hll

site

is foreign.

America.
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Third-Party Fundraising Organizations: Undermining 0niline Donation Security

Even if candidates do have the CVV on their ofﬁcial:icampai‘gn. websites, the candidates
most likely accept money fram an organization that deesn’t. ETl‘.le most visiblé examples are’ the
third-party fundraising organizations ActBlue and ActRight. 1% ActBlue. raises large sums for
Democrat and progressive candidates such as Ellz,abeth! Warren, a Senate candidate in
Massachusetts who has received more than $5.7 million thréug-h ActBlue during the campaign
cycle.’® ActBlue asks a contributor to affirm that he or sﬁe is a U.S. citizen, is not using
corporate funds, and is not a federal contractor. To confirmj this information, ActBlue simply
requires the check of a box. Once ActBlue receives the c‘ontfribu"cions, it disburses the funds to
the campaign within the week and claims a 3.95% processing fee. According to ActBlue, this
fee “pays for our access to the credit card network and the ope:ration and ongoing devclopment of

our fundraising infrastracture.”"

Republicans, historically less aggressive in online f;m:d'raising, are fast joining the trend.
The recently established ActRight PAC raises inoney- nationwide for Republican congressional
and presidential candidates.”> Though much smaller than AljctB'lue, it still raises a substaritial
amount of money for Republicans. As of late August 20 12, it had raised $173,000 for the
Romney campa:gn * But unlike the official. Romney site, ActRight does not require the CVV on
its donation page.”

89 Sce Screenshots | und 2 in Appendix D.

90 kclBIue Duwofy Accessed September 3, 2012, butps://secure.actbiue: comldnectory'luti‘l=( &query=elizabeth+warren.

91 Whlla NctBlug ot:tliscuss its internal processes, this information comes via & gfter I‘rom Lora.Haggard, Chief Financial Officer of the
2008|J'ohn ‘Edwindv'Gampaign, to FEC chairmian Robert D. Lénhidrd éxpldining the. ActBIuc arrangenierit-and secking federal iriatching
campaign dollirs for contributioris coming via ActBlue,

92 Astute observers will ask how we tabulated a congresspersan or.senator'if their main. plgdreqmmd CVV, but they had'a dircct link to
ActBluc o7 Acllhght pmmmcnlly displayed. In such éasés we gave thein the benefit of the doubt-and ‘counted them as using CVV. An
increasing niimbir of'i r.lmpmr,ns. howeéyer, arc using these third party-sites as their donnhdn pages, forwarding coritributors to these siles
from the official. csmpaigst sites. At lcast one scnator changed to this arrangemieni during our reseazch.

93 Actkight http://actright.com,

94 u&cﬂii__g‘lu.. "Domthn--!?ggé."-hub::’ll_m&‘iﬂl.cuinl_ddngm.Jhplmim
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Presidential Candidates
Mitt Romney

The donation page on Mitt Romney’s campaign website requires contributors to enter the
CVV. Were the Romney campaign to turn off the CVV (éunent laws do not require. it), the
campaign would become more vulnerable. The Romney _ciampaign also likely uses an AVS
system on its donation page. However, it is difficult for im%.l‘ependent accountability groups to
verify that an AVS system is being used and impossible to 'd;etexm'i'ne how strong of a system, if

any, is being used.
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About 11.9% of the Romney campaign’s Intemet traffic comes from foreign sources.”®
Examining over 100,000 backlinks on the Internet that link to the Romney campaign’s webpage,
approximately 12.8% of those are from foreign sources, including foreign language news sites

and blogs. For example, the screen capture pictured below is from a Russian website which links

95 Alexa: The Wzb Information chgiE_ iny, Alésaicorii, eccessed ‘August 13, 2012, 3:47 pm:,
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to the Romney campaign’s webpage. Clicking on the link Senc;ls: visitors to a page wheére they ¢an

sign up to receive emails and donate.”® :

! Poser {02 Aomnay) r-ymlmlw'ﬂ !
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During the 2012 campaign, the Romney team ha,si received some criticism for its
campaign fundraising as it relates to foreign connections. An email chain circling within the
banking giant Credit Suisse soliciting donations for Mitt Ror%mcy began with U.S, citizens but
was ultimately sent to foreign staffers, including these in the firm’s London -office. Some
bankers claimed that they felt the need to make the contribut-ioins because the executive who sent
the email was the one who determined their bonuses.”’ Alsd, Romney has held private fund-
raising events averseas asking for funds. from Americans living overseas. One such event was a
dinner ia London hosted by the British Bank Barclay’s and bhief Executive Bob Diamond, a

U.S. citizen. Guests were told to bring a passport to prove their citizensh‘i_p.”

96 “Lenta.ru” website,” Pda.lenta.ru/news/2007/02/13/candidate/,
97 Tom Bergin and Mark Hosenball, “Exclusive: Credit Suisse banker sought Romney donatlons." Reuters, Mdrch 2, 2012,
98 T:m Walker,:“U.S. Election 2012: Miit Romney to Attend London Fundraising:Dinner Hosled by Buclays boss-Bob.Diamond,” The

Telegraph (UK); June 28,2012, R
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The Romney campaign has also been criticized for- using bundlefs, mieri and women who
collect donations and “bundle™ them together For the ca'm!pai-g'n,, who are registered foreign

| o
agents.”‘ Ignacio E. Sanchez, one of Romney’s bundlers; is|a registered foreign agent for the

United Arab Emirates and a presidential candidute for t‘hf Dominican Republic. Andétlier
registerod foreign agent bundling for Roroney is Tom Loeffler of Akin Gump, a former
congrassman turned lobbyist who -has -represeh_t_ed the govelénm_en,t. of Saudi Arabia and Hong
Kong.'® The full extent of Governor’s Romney’s use ‘of bUnfdle'rs is not known as the Romney
campaign has never disclosed his bundlérs despite the bipa#ﬁsan call for his campaign to- do

SO.lm

Governor Romney and Foreign Nationals in Social Media ,

By design, social media’s expansive and viral nature dis'sc’mihatcs information, ideas, and
causes. As a result, social media is difficult to control, and: indeed should not be controlied.
Campaigns neod to be aware that the age of social media is a%n agc where.donatian requests go
viral, reaching the furthest corners of the world. Failure to employ industry standard security and
transparent accountability is almost an invitation to foreign rino_ney to inject itself into federal
campaigns. Though Governor Romney does not enjoy the intémati'onal popularity of many U.S.

political figures, his campaign’s literature is still circulated on foreign social media.

1. A Twitter account that appears to be from the Romney campaign tweets in Arabic,

presumably to a foreign audience. The Twitter accouxift links to the Romney campaign’s

page.102

lol Peter Sehwe:zer, “Mitt's Other Secne! Tme to Disclose Romney & Qnmpmgn Bnmllérs fhc Ijmly B';aﬂ July 19, 2012,
http:/fwww.thedailybeast.com/articles/2012/07/19/mitt-s-other-secret- tifnesto-disciose- romney-s campaign-biindlers:htm!
102

http://translate.googleusercontent.com/trans]ate c)dcplh=l&hl=en&lanspm=ar%7Cen&.mrl=mnsIne google.com. pk&n=hnp /itwitter.com/Ara
bRomncy&ugngLkJrhjwwlDSJM VSyLwrc&Gyﬁkm vQ’ : . B
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2. The Romney campaign’s Facebook page is available on Arab Faccbook (ar-

ar. Faceborok) 103

TPrasident Mitt: lumluv'znu 56,6 B2 wania o

Y TEY] uL.uth.u

lld:nl Obm- 'says the private secior Is “dolng:flae.” Sign the petition If you aurel
M hie's “owt of touch*‘and Amevicairs deserve | muich beiel hyp:/ FmiaMjanfz

Barack Obamua

No political candidate in American history can match the technological sophistication,
reach, or capability of the Obama campaign.'” Indeed, the Obama campaign is universally
recognized as thé gold standard of technological campaign éophi’st-ica'tiqn. Iir 2008, the Obama
campaign’s online machine raised $335 ntillion, a little over half its total individual

contributions, in donations under the $200 threshald for full disclosure. '

103 hutp://translate.googleusercontent.com/translate _cPanno=2&depth=1&hl=en&rurl=transiate.google.com.pk&sl=ar&tl=en&u=hip:/far-
ar.facebook.com/PresidentMittRomney/posts/23 167593695 1060%3Fcomment_ ld%SJ)80634S%ZGoffsct%]DO%Zélolul _comments%3D5&usg=
ALkJthhjHDMWK7UietkoKE_KcyTXubqA2w [
104 Jeff Larson, “Explore Hundreds of Campaign Emails in the Message Maehmn. Pro Publica, July. 17,2012,
hup:/iwww; propubhca orglameli:lcxplofe-hhndredx-oI'-cnmpaign-cmmls-.mlbe-meunge-m ne..

_ 105 2008 Bresidential Canipdign, Finunce,” Federal Elcctions Cotiimission,. lmpJ(ww :f ,‘Eovl(h:ﬂosurqplpnnunnnl do.
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In 2008, the Obama technology team’s strategy wés based on aggressive grassroots
activism and targeted marketing, raising a stunning $500 m'illl'ion. online. The Obama campaign’s
technology team gives every indication of surpassing its %-008 performance. According to a
September article in the Financial Times, Jim Messina, the .cé'm‘p’aign managcf for the Obania rc-
clection, enlisted the help and adviee of tiie top brass !a't; Guogle, Apple, Facebook and
DreemWorks.'% Messina designed the team’s strategy ar(f:und the campaign’s social media
platform my.barackobama.com aund “big data.”'” The campé:ign.’s my.barackobama.com boasts
the. handicraft of Chris Hughes, one of the founders of Facefbook, and works on. the same self-
propagating model as the hugely successful social networking site (users create their own
pages).'® My.barackobama.com’s visitors, both foreign and i'domestic, can enter their emails to

receive campaign solicitation letters and send their frierids invitations to do the same.

The Qbama campaign couples its email presence witih its sophisticated use of the-data it
has collected on individuals. The Financial Times reporteci. that the Obama campaign uses a
whole host of personal facts about each voter. Republ‘i‘cax[l- strategist Mike Murphy told the
Financisl Times that the Obama campaign knows “if you’re a Cathalic professienal who owns a
house -and who’s registered to vete, and doesn’t vote in schoiol baard elections but tends to vote
in other elections. And if you’re marricd, have. three kids and subscribe to a lot of magazines.”"™
The Obama campaign makes use of this detailed data ai;nd has recently released a phone
application that-allows Obama supporters to see which of their neighbors are democrats, how old
their neighbors are, whether or not the Obama campaigh wo:uld like their neighbors to receive a
door visit from other democrats, and other information. However, no one knows exactly how
much the Obama campaign has on each American citizen be:cause the campaign never discloses
that information.'*® :

106 Richar McGregor, “Inside Obama's HQ," Financial Times, September 14, 2012, http//www.ft.com/intl/cms/s/2/0df7ccda-fd35-11¢l -adf2-
00144fcabdc0.html#axzz26Y pbf500.
107 "Web.2:0.Cose Study: Barack: Obama'#*Use.of:SFcia] Mggm. ThieGlubal Himai-Cepital Journal, December 29, 2008,
hup!lsioballmmnnmpml Org/webs20x case-sudy: Barncke obgmnn sugcs of-goc\hblﬂcdnu

108 Brian’Stelter, %aFnu\moker Who*l‘r d"' cd Obiing: Vi era i Times, July 1-..1008
hitpy/iwiviw nyuhiwcoleOOSIOTIO’IIlechnoIogythugh_ hiini?pi ":f", wid]l..
109: Mchgor
. 110 Ibid.,
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The Obama Campaign’s Online Infrastructure

Despite the Obama campaign’s level of technological: sophistication, the campaign does
not use the industry standard CVV feature on its donation pages This creates a security risk that
is camnpanhdad by the cansiderable foreign iaterest in Prt';sid'ent Ohama’s political history,

personal story, and views '!

The main campaign w.e;bsi'te BarackObama.com receivos
approximately 43% of its traffic from foreign IP addresses; according to Markosweb.com.'"
Though Americans living abroad no doubt generate some o‘fg this interest, the majority is likely
from foreign nationals. Though there is nothing inherently wrong with the President’s
international attention, his donation bages’ lack of CVVI means that this interest creates
significant vulnerabilities for the integrity of the campaign’s'donation process. The absence of
these security protocols is incongruous with the acknowledg!ed technological sophistication of

the campaign.

As stated earlier, the Obama campaign relies on an a;'gg:essive email presc;,.cc to solicit
donations from people that the campaign has calculated .(usi:ng' its massive amount of data en
individuals) to be likely donors. However, foreign cifizens |report that they regularly receive
emails soliciting donations from the campaign, in potential vi:'ola_tion of federal campaign law.'"
The FEC, in an advisory opinion, has stated that there is nio proscribed method in. soliciting
federal campaign contributions.''* The advisory opinion ai_)‘.pears to conflict with the plain
reading of 2USC-441-E; Subp-A.

One-way foreign citizens receive solicitation letters from the Obama campaign is through
my.barackobama.com, the social media platform created in part by Facebook’s Chris Hughes.
The website has no apparent safeguards to protect itself from foreign citizens participating.

According to the Obama campaign, my.barackobama.com cﬁmmtly has produced at least 13.1

111 Bruee Stoke, “Doces the World Want Oberea?* Pew Rescarah Center, August 17, 2012, hitp://www.pewglobal.orgi2012/08/27/does-world-

want:romncy-or-obama/. ' '

112 SmartViper Web-Mining Company: SmactVipéer Website Analytics, Markoswcb.com; Because metric sites don’t gather separate traffic
levels for the donate.barackobamia.com or contributc bazackobama:com subdomieins, it is unclear how,many foreign visitors actually wind up
there. ' :

113 2USC-441-E; Subp-A: “Tt shall be unlawful for...a person to.solicir, accept,.or receive a ¢ontribulioh or donation...from a-foreign national”
(cmphasis added). !

114 FECiAdvigriiOpinicun 2011-13.
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million email addresses for the campaign, each of which receives at least one email a week
soliciting a donation. ''* By looking at a random :sample of 65000 Tinks into
my.barackobama.com, the Government Accountability Instiﬁlt_e found that approximately 20%
of the links originated from foreign locations."'"® I

The primary purpose of my.barackobama.com is to create a highly personalized vehicle
for individuals to “get involved™ and to invite others to do :the. same. Thé campaign employs
various techniques to gather email and other data on ithe friends and associations of
my.barackobama.com’s members to further the campaign’s éﬁm’draising efforts.'"” However, at
no point during the subscription process is a visitor asked whéth‘er he or she can legally donate to
a U.S. election. Once a visitor signs up, he or she immediately begins receiving solicitations. for
donations. In fact, numerous foreign nationals report receivim?xg solicitation letters and thank you

emails from the campaign for their support. Some of these emails have been reposted on bleg

sites to encourage friends to click on the donate link or get théir names on the email list.

Foreign Nationals and the Obama Campaign

Using a collection of online research tools, the Government Accountability Institute
analyzed a portion of the forcign links that lead to the Obama campaign website,
my.barackobama.com. The Institute found a wide variety of instances in which apparent foreign
nationals either received solicitation emails or posted lirlxks- to my.barackobama.com. The

following are but a sample.

1. In July and August, a Chinese blogger reposts lettérsi he has received from the Obama
campaign, each of which contains a solicitation for $3 or $5 (note that these smaller

donations don’t require the campaign to keep any record of them).!'® Markosweb states that

115 Blue State Digital, “Work: Obamafor America,” htip://www.bluestatedigital.com/work/case-studics/barack-obama/.

116 To guard against repeating the same siles in our sample we uelected cvery 10th site indur database to cxamine more closely.

117 If ane goes'to the Obama enipaiga’s main website wid asks te join my.tareckabstin.com, they sxe simply.asked for'a.naime, cmeil, and zip
codelpostal codg. A user can then send invitations to their friends and associates to- vm(‘lhst ‘user’s own particular donation page.

118 hitjii//blogsina:co '~cnl"onynnn iiijilgméng . |
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87.8% of the traffic flowing to the sitc comes from Chinaj while only 4,5% is from the United
States."® The website contains hyperlinks that lead to the campaign’s donation page. The
website also contains graphics showing the disparity betieen Romney’s and the President’s
fundraising and a countdown clock to the date of the l}electi'on. Other than the campaign

solisitation letters, the website is in Chinese characters.'?

WENE dGT

[ﬂ@m DAYS

4 161918 P[UPLE

VG BOLATER 1 V. THANRS

2. On August.-9“‘, 2012 the Obama campaign sent a solicitat:ion letter to “Hikemt Hadjy-Zadh,”

an Azerbaijani citizen. His email address is on an A-zcrbai!iani‘ domain and he posts numerous

1y hllp Hvrivwe matkoswob. :comieww/sinn.com/ o
] g:\“‘qﬁ;mnny ofthe _iqg,lpmeswihcrea(!lﬂnm‘iﬁdi\ii_d@uﬁ;rﬁbﬁsﬁcﬁp‘nﬁiiﬁl'\jﬁlﬁimi%n Léitvrsion \hkir owm: swebsitas: For more
\ S st 232008

‘HoligKiing, plegscised's himi/tuzipei blog1 635comi/blog 530300520
obarin/nosts/2043 81686306063 7caimineiin:id=13; 8&ollacta0&tot - Eommens
"apace php?m sit=5674bS9231'8¢ -Sfdaldbc30&u|d=293 doeblog&ld—l994'2 hltp'llzh-

k. Tacobook. eomlSw’imeMWMDJMGSMN'MZ&')MM&!l_-_d=11064288£oﬂ'm=0&1wl cominent=1;
hitpitityzipel.blog. 163 coniolog/siatic/i 39303005201 132052320913/ g/ wwwitiinys. cnvi;ubncromnmnmnmocw11540030 shtml
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3.

solicitation letters he has received from the Obama campaign. Mr. Hadjy-Zadh reposts the

complete letters on a discussion forum, including num‘er_o_ﬁs hyperlinks that go directly fo the

campaign’s donation page.

A writer in Vietnam writes on a website for the Vietnam Institute for Development Studies (a

government-backed think taik) and pests emails hie hias received from my.barackobama.coni

with more than 24 total links o the campaign’s donate _;;)age embedded in the emails. The

website is in the Vietnamese language, hosted on. 4 Vietnamese server, and uses a
Vietnamese domain address.'?! In one instance, a letter from Mitch Stewart, Director of the
Obama campaign’s “Organizing for Armmerica,” nsks Ifor donatioss. Ironically, Stewart
laments that the U.S. Chaniber of Commerce is repu.ftedly taking meney from foreign
sources. The. reader is then prompted to give his name and cmail address and thereafter

begins receiving solicitafion letters for donations.

121 Vietnam-Institute:of Development Studies, huip:www:vids:org:viilvifispNewi_DetailashtiBiter &mid=831&ID=1172. ..
—= : : = :
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4. A Dutch blogger writing in Dutch on a Dutch website reﬂrints an email from March 22, 2010
in which President Obama thanks his supporters for their help. “You're welcome, Mr.
President,” he writes back.'?

5. The Dutch blog “His Dirk” received a donation request:from the campaign. Aware of the
" U.S. law, the blogger decided not to contribute. The blogger observed, “I imagine many non-

Americans have money transferred to the Obama c‘a‘mpaig!'n. It’s just too easy.” '%

6. A member of the Italian Radical Socialist movement and an administrator of their website

reposts solicitations from the Obama campaign which he reports receiving regularly for three

122 “You're welcome Mister President,” hitp://www.fritshuis.nl/index.php7option=cem_content&view=article&id=167 %3Ayoure-welcome-
mister-president&catid=1 %3Aalgemeen&Itemid=1; pleasc see screenshot 3 in 'Appendix D.

123 Dirk Zijn, “Response to Your Message to Senator Obama,” DirkZijn Blog, December 3, 2007, http://www.dirkzijn.nltag/donation/; please
56¢ screemhot 4 inAppicndix D.
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years.'* “And because we are three years in his mailing list...But frankly after 3 years his
letters. excite me much less...”

7. A Japanese blogger named Isogaya posts a link to the Obama campaign’s donation pag'e.m
When posting the link, Isogaya notes that an option in giving would be to give a gift card.

8. A Norwegian blogger posts a solicitation from the Obama;campaigu_, including the link to the
donate page. When another blogger opines that: n.Qn-U.'S.'gcit'izens cannot contribute because
of American law, the blogger responds in Nomegian,“f have in practice given money to
Obama, I had done it.""!?¢

9. A blogger in Egypt who serves on the board of the Union of Arab Bloggers posts the
solicitation letters he reports to regularly receive from the Obama. ca'mpaign.m “We as Arabs
and Muslims” support the “Democratic party, compared to the Republican Party,” but notes
his objection to the President’s stand on gay marriage:

President Obama and Foreign Nationals in Social Media

The Obama campaign makes extensive use of social media to further its message and to fuel
its campaign. However, the fact that the Obama campaign never tempers its aggressive use of
social media as a fundraising tool with a clear message that only American citizens can
contribute creates enormous opportunities for foreign natiorals to insert themselves into the

electoral process.

124 hitp://www.radicalsocialismo.iVindex.php7option=com_firchoard& func=view&calid=48:id=47348& emid=209
125 http://q.hatena.ne.jp/1175726038
126 hittp Ilvgd nolutdebmertlvalg -2009/tema/1399676/tintel/e-post- l'n barack '

__¥27 hupg/sontaty:blbgspot:coni/Z012/09/fwd.himl !
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1. The Obama campaign regularly and aggressively posts solicitations for donations and
campaign memorabilia on Facebook. The.campaign do:es not make clear in these postings
that only U.S. citizens or peérmanent residents ate allowed to contribute. Given
Facebook’s operational architecture, this can only-Ilcad to cbvious confusion. For
example, here is a recent solicitatioa posting from the president himself that appear en

Taiwanese Facebook (zh-tw.facebook.com).

A Barack Obama: 28,704,376 AMS
"- WIS IO 12580+ @

R R T IRy

In honor of conspiracy theorlsts mrvwhere. we're r!-releumg lhe umpalgn‘:
(imited-edivon “Made in the USA” mugs.

¥ T R T
3 ‘lllﬁ In llil sa® mul‘“j,p\ _;“ N 2l
amm.l,m\u;-hnnuul_ Ty

2. The Obama campaign’s Gen44 project, a fundraising campaign targeting young

professionals, is mirrored on Thai Facebook (www.thai-facebook.com).'?®

128 hup://th-th. faccbook.com/Gend4/posts/222613071 19521 52comment_id=696008&offsct=1&total _comments=8; GAl found Gen44 on other
Faccbook sub-domaing as well. ltaly: hitp://it-it.faccbook.com/events/1 5518472457411 2/refenf, Japan: hitp:i/ja-
jp-facebonk.com/Gendd Maine/posts/305992352790025. |
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3. Obama Campaign director Jim Messina twects solicitations for Obama campaign events
that appear.on a South Korean twitter imitation site.'??

4. Obama campaign bundler Steve Westly’s online sdhcltatlons tan easily be found on
Hong Kong Facebaok.'

oo rr-‘lie"-, Y
MRLCK _....-..'..*...._.:.'..—.,'f'i‘:ﬁ

129 http://twtkr.olloh.com/Messina20]12/starus/1 37682871 170244608
130 hup://eh- -hik.faccbook. wWSlcvo”Wes(lylposlnlJ03944846297428,1gommeul |d=4206428&oﬂ's;t=0&wml ‘coniments=1.
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5. A campangn solicitation  letter s avallable on Arabic Facebook. '

i L.- i Germariy’s 43905 -.-|

l‘-ﬁ.lﬁﬂlﬂJ*O |
- m——en imde m . - ' e e
Emafl from Barsck
Andraas -« '

Qelting outraised —- 3 irst for & sHiing president, If this continues, Mot Just by
hmrmwm & groups.that are pouring fwindreds of milions of daltars
Into enisfaading.ucks, st by our apporent and the Republican’Nirty, which Just
outralsed us for the second month in & fow: ]

‘mm!mhmhmuﬁ 1pends more than'wa do, But not tis much

$o { nead your heip. Ilmﬂhlm-qw-ﬁli-ulﬂumnn
phease thip in $3 e mars inday: |

ln- | iorate.Serackebums.com}Outvalzedd2 Thij, lsht thout me or-the autcome of

Obama Technology Team’s Use of Industry-Standard 4'nti-Frau,d Credit Card Security

Measures

The Obama campaign’s failure to use the CVV is quite possibly costing the campaign
millions of dollars in additional fees. Recall that card proccssors charge higher transaction fees.
for campaigns that fail to use the CVV (sec page 36). In 2008, the Obdma campaign réised more
than $500 million online, Assurnitig the campaign paid industry standard rates, the campaign
would have paid at ]east an additional $7.25 million. in 'feéas to the banks that it could have
avoided if it were to have used the CVV.'*? |

131 http://translate.gongleusiraontem.cony/transiers e?mnotZ&.depH-l&hlan&ml-mslnte.gcogla comi.pkikslegr&ti=en&u=http:/ar-
ar.facebook.com/Obama2012Germany/posts/364082173663446%3Fcomment..id%3D3’ l37249%260iﬁet%3b0%26ml comments%3D1&
usg=ALkJrbhfka xDAv8e1qu42028yGZODJUg

132 The $7.25 million estimation isbased on the diffcrence betwecn industry standard mes{for campaigns that.use the CVV-and'AVS and
campaigns that don tuse either uyutems The 81 .25 million ﬁgurel does not’ mcluda pou-lul chlrgebaok fees or mh transaction” 8 ﬂll fee.

l"lh ¢ 'i! bucd b w"‘

used both the CVV-and AVS-from the lmount
Vargas, "Obsma Raised Half a Billion Onlme'."
billion-on.html. .
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The campaign’s decision to‘not use the CVV is rather curious — their te¢hnology experts
use it in their other commercial and charitable endeavors. IviIichael Slaby, the chief integration
and innovation officer for the Obama Campaign, sits on ﬂ;e-t%oard of Citizen Effect, a charitable
organization. that largely accepts its. donations oriline.' Slaj:by-’s-. college toommate started the
charity and Slaby sifs en te board.'** To make charitable édonations online to Citizen Effect
donors are required to use the CVV.

Harper Reed, the chief technology officer of the Obama campaign, was previously the
chief technology officer for Threadless, a successful croui/dsourci'ng T-shirt company.'®® Tt
likewise requires the CVV for financial transactions.'*® This is clear evidence that the Obama
campaign’s technology experts understand the thréat of fraud and the necessity of security for
online transactions.

Even more curious is the fact that the Obama campaigh sees the benefit of using the CVV

in its merchandise shop. To buy official merchandise from the Obama ‘campaign website—a T-

133 Citizen Effect website, About Us lmp llwww citizeneft¢ o_rglnboul us,;; Andrew Romano. “iey' Wh @n;(Cnn’kW:?) " ‘Tlic Daily-Beast,
January 2, 2012, http:liwiw, thedajlybeait.com/nciws -ZIOIKIII.in.iide presndent-obamn-w-raelu:tion -mchinc:hi
134 Evision Good website, “Interview with Dan Morrison, :Foj nl‘:Giti_z’e,i_'l-Bﬂfect: The lrhponﬁﬁ;cﬁ'@ﬁmsaugﬂg:.‘tﬂ?l Board;’
bhttp: Ilunvmongood com/part-ii-interview-with-dan-morrison-foundor-of-citizen-cffect- -0n- -how:t0-build-community- through—glvmglzo 10705,
135 David Wolinsky; *“‘Why Obama Hircd Threadless’ Harper Recd at €TO," NBC Clucago. hittp//orww.ribéchicago;com/blogi/ine-well/Why-
Obama-Hired-Threadicss-Harper-Reed-25-CTO- 123095273 .html.
_ 136 Threadless Tees-wéhile, “Your Eart," hitjpsi//www.L threadless: comll:aﬂlsteplshggmg mfd e -
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shirt, hat,

hoodie,

one IS req_uiredi to input the CVV.

RACR QAR G

Checkout with Free Shipping! 2 tundeur Cyt Continue Shoyping

The Obama campaign has claimed that it doesn’t nee%d the CVV because they are able to
vet contributions on the back end using sophisticated techdiques that it doesn’t disclose.'” This
begs the question: why is it using different techniques w!/he_n it comes to selling campaign

merchandise?

The Obama campaign’s vulnerabilities are not difficult to fix. In addition.to the CVV

and a strong AVS system, the campaign could make us¢ of geo-location on the campaign
websites so that if a visitor comes from a foreign IP address, he or she would be alerted of the
relevant federal laws aod asked for a passport number or military ID in order to pracoed to the

donation page.

‘137 Rick Hnsse "“Obama Campaign Ruponds to Michael Barone on Credit Cacd Procedures for Fundraising,” Election-Law Blog,

‘http:/lolectiorilawblog:org

[=33935.
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PARTV

The Curious Case of Obama.com

The security vulnerabilities of the Obama campaign are well-illustrated by the privately
held Obama.cam, a redirect website which sends its largely fo'reig.n visitors: to a' donatiat page on
barackobama.com and loads a uniquié¢ affiliate nisrnber (afﬁhate ﬂumber 634930), allowing the
campalgn to identify the traffic that reaches it through Obama. com

Additional Jaformadion
Who Engoursgod You Yo Make This Contribution?

-

Co ]

munummmualmmum

mnmssoooolownmunuovrmzmmmwuebmmmmMmmmwmumumn
ndnwyeloenon mmmnsz.soommganmp m‘nmmmqammm-mqmwbum

Natonat Commiliioe: Aeomhmrmydemu;mmmhnmwmuduﬁinmmummmmn |
following 1t Woiid resull In an exibessive contribution.

osana @) 3rpxN
omnou-::::nnnv- \ PwayPoky | TemaciBevke |- Contactls | Jotm

The fact that Obama.com is not owned or managed by the Obama camipaign is a mystery.
Obama for America owns 392 different domain names bearing either-the President’s namé or the
name of campaign initiatives.'*’ It seems logical that Obama,.com would be sought after by the
campaign. In 2008 an Obams bundler with considerable business ties in China purchased the
site. It is currently registered anonymously.

138 An affiliate number is an identifier th-t is widcly used for tracking web traffic.
_139. Dewmaiutoals.com, Registration Beqilireil. o
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Obama.com Traffic

According to Markosweb, which uses data from Google Analytics, approximately 68% of
Internet traffic going to Obama.com oomes fiom foreign locations.'*® An examinatior of the
backlinks going to Obama.com reveals that a strong majority 1s from foreign language ar

foreign-based websites. These websites do not appéar to be catering to American expatriates.

During June and July of 2012, web traffic to the site Jin@:reased, again with the majority of
the traffic coming from overseas. An examination of the traffi¢ generated indicates that most
Vvisitors are not coming to the website through search engines but are arriving there by typing in
“Obama.com” or by clicking a link to Obama.com.'*' '

History of the Site

In the fall of 2000, Obama.com was a “parked” page owned by small company that sold
domain names."* The site was in Japanese, most likely because “Obama’” means “little beach” in

Japanese, and there is also a small town named Obama in the Fukoka province of Japan.

Obama.com changed ownership amang several users and was hosted with a major
Japanese Internet company specializing in Search Engine Optimization (SEO) and affiliate
marketing named Japan Global Media Online. The site rema'u{ed parked in the Japanese
language until the last two weeks of September 2008.'4*

140 “Donate: You Power This Movement,” http://markosweb.com/www/obama.cony; last -cfessed September 4, 2012.

141 Alexa: The Web [nformation Cotnpany, http://www.alexa.com/silcinfo/obama.com#; click the “search analytics"” tab to sec data.
142 DomainTools, http://www.domaintools.com/rescarch/whois-history/?page=results&q=obhma.com, registration required.

143 _Ibid. |
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In the last week of September 2008, Obama.com Wa's!reg"i'stered to “Roche, Robert.”'“
Roche is an American citizen (originally from Chicago) who'has spent the bulk of his time since
the late 1990s developing business interests.in Shanghai. He: i:as considerable business interests

in Chinese state-run television and ties to several state-owned Chinese companies.

By October 2, 2008, Obama.com hegan redirecting, all visitors to-specific canteni on
my.barackobama.com.'*® Upon arrival to. my.barackobama.eom, visitors were asked for thoir
. |
name, email, and zip codé and presuimably were sent solicitation lettets, like every oth¢r visitor

who provides that information to the campaign.

Following President Obama’s campaign victory in Novémber 2008, Obama.com
redirected visitors to a page selling inauguration merchandi‘sé and taking donations for the
inauguration celebration.'* Throughout 2009, the website rédirected to pages on the campaign
website advocating various presidential initiatives. Starting in late Jannary 2010, Obama.com
redirected to a page gathering email addresses and continued:to do so through 2011. Sometime

144 Ses lcreemhot number S in-Appendix D. On October 27, 2008, the-administrative emml was registered to robert@oeklawn.jp; Oaklawa
Marketing is a Japanese infomercial company started by Robert Roche.

145 ltternet Archivé: Way Back Machina Beta, hitp://wayback: mmve.otglweblzowmolOBOOOO'Ihnp.IIobmm com.

l46 llud.. See Screenshot 6 in. Appcndlx D. |
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during 2012, the-webpage began sending visitors to a donation page on the Obama campaign’s
website. The campaign’s donation page loads an affiliate nuq’iber to track the traffic and
donations coming via the website. It continues to do so- téda_y.!

On October 4, 2010, Obama.com'’s site registration wés changed.from “Roche, Robert” to
an anonymuous registration with a company called Dotmains: B;y Proxy, which is owned by
GaDaddy.'"” Later, server hosting was changed from: Japan '(':il'obal Media Online to
Hostmonster/Bluehost.com, a company based out of Utah.'’

Administration of thc page was taken.over by a small { company with only four empleyees
listed on its website.'*’ Wicked Global, of Waterville, Mame,: registered to a 25-year-old former
Harvard student named Derek Dorr.'*® Another Dorr, Gregory, is listed as “Lead Marketing” for
Wicked Global and lists additional work for himself on LinkedIni; fundraising and program
director for Peace Action Maine and as a “private consultant” with Mairie Vioices for Palestinian
Rights. '*! Confirming Wicked Global’s association with O'ba;).ma.com is simple enough. First,
the Gangle Analytits account registered to Obama.com is registered to Wicked Global as well.'*?
Second, when sotheorie forces an error on Obama.com they afre'promp_ted' to contact Wicked
Global.'* Who arranged for Wicked Global to oversee Obamia.com, and why that was done is
unknown.

It remains unclear whether or not Roche himself conti;nues to own Obama.com.

Nevertheless, the site continues.to aid the Obama campaign, }egardless of ownership.

147 Several conuulhng experts have mentioned separately that this is not necessarily indicative of an ownership change. A domain's registration
«can be,changedio priviilé al.any time.

lay hup Ilwww.ﬂommnloolwcondrcmchlhoslmgmnstoryl'lq-obamn .com, Registration Réquired.

Y- piiiwic bal.corm/abouvicam, Jngi:ncGossed-August 25, 2012,
te,no..201 1046115
ipiobal:com/ubouy/tean -1aby accedfiid August 25, 2012; Gtegory Dorr on Linked In,
mlpublgre l:y-donl)OIﬁﬂlb‘.‘ag:Mnme Vaoicés:for Palostinian thhts is an “affiliate” of Peace Action Maine. See
vh o) Tasyis 25

152: 1 Ins can.bu\vcnr g'l'nuhg frju -onhne'Seirch: log i a8 rcvcm;mlernel :com; see for 1 1nltance
lmp (Irwcrsemtémct comlﬂommnlobammcom. Al camberssct chl:qd Global operafed otber websiles as.well and uses the same Google
Analytics accoust for several of thiern.

153 Anyone.with.an Internet connection can type in-obama.com and a nunaemu:m I'ile'name into-their bmmer ifi:Hiig.ifianner:
Wwiw.obama.cem/tv. This.will. cause-an. error and the folliwing medisge’ mll‘v;p@_ Pleasc-contuet the, , server;administrator,
webm:snr@ob-ma wlckcdglohal.com and inform them of the time:the:error oc&sma?. and nnylhmg youi mlgﬁl jiawe dowe that may have
caused.the crror.” . .
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Robert Roche

In an effort to understand the evolution of Obama.com, the Government Accountability
Institute researchcd Robert Roche’s background. Mr. Roche %M‘as born in 1962 anc grew up.in
the Chicago suburb af Oak Lawn, Illinois: Roche attended Illinois State University and
gradaated with a bachelor’s degree in Economiics and Japanese Studies,'>* He earned a J.D, at
Denver University’s Sturm College of Law and gave a $3 milél-ion‘ gift to the college in 2010 to
establish the Roche Family International Business Transactiohs Program.'** In 1983, he traveled

to Japan as an exchange student and would return after colleg:e to do business."*®

Roche roet his Japanese wife during his time as an exchange student in Japan. 157 After
graduation they moved to Japan where Roche taught English and worked in. the importing
‘business.'*® In 1993 Mr. Roche founded his fitst company, Oa;.k Lawn Marketing.'”® Oak Lawn
went on to great success, as an infomercial company selling eiverythin’g from stain removers to

vacuum cleaners.

In 1998, Roche cofounded Acorn International, a company registered in the People’s
Republic of China. The Shanghai based company primarily deals in infomercials, producing
commercials selling cell phones, cosmetics, fitness equipment; breast-enhancement praducts, and
other items on Chinese State television.'$’ According to Acorh Intemational’s prospectus, issued
when the company made its public offering of securities in. May of 2007, the company had
become “the largest TV direct sales operator in China,” where it aired infomercials on “four
nationwide China Central Television or CCTV, channels, 28 national [state controlled] TV

channels, four international satellite channels opemting in China and eight local channels.”®!

154 “People: Acorn Internalional Inc (ATV)," Robert: Roche's biography, Reuters,
hittp://www.reuters comlﬁnnnoelmckslcompnhy@ﬂ' icersTsymbol=ATV last accessed Alfguu 25,2012,

155 Roche Bio; Sex-the:official press roleaseifrom, AliEStuitiiCollege of Law, hitp:/www, law.du. cduw/documents/news/roche-du-press-release-
dec-9-2010-pdf:

156 Michae! A. Lev, “Japan's King of the Infomercial,” Chicago Tribune..May. 18; 1999, http //atticles.chicagotribune.com/1999-03-
18/business/9903180374_1_infomercials-japanesc-businessmen-chicago-cop.

157 Ibid.,

158 Tom Dellner, “An Entreproneur's Tale,” Electronic Retailer Magazine; August 2009, 44;

159 “Company Overview of Oak Lawn Marketing,” Blovmberg Bazinesswaek; August 31, 2012,
http:/ioveating.businossweek com/research/stocks/private/snapshot. aspTprivespld=1: 542898.

160 Acorn's chinadrtv.aom. |

161 Acom Pmspecuwﬂlny 2, 2007, chustmnan no, 333-141860, Sccurities and Exchange’ éommxsswn. 1.
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Though Roche remains a U.S. citizen, his operations in China are exclusive to that
country. As a result, enforcing judgements or bringing actionsé in China based on U.S. laws
against Acorn International or its officers would be difficult. l}s‘ Acorn takes clear in company

filings, “We conductall of our operations in China and all of bur assets are ioeated in China. In

additlan, all of our directors and executive officers reside within China....Moreover our PRC
legal counsel, Haiwen and Partners, Ims advised us that the PRC does not have treaties with the
United States or many other countries providing for the x:ecipr:ocall. recognition and enforcement
of judgment of courts.”'$? To “comply with PRC laws -imposi?x,g restrictions on foreign
ownership in direct sales, wholesale distribution and advcrti'siin'g businesses,” Acorn’s ownership
includes Roche and several Chinese citizens. Acorn has licené'ing agreements with twe
companies “currently owned by two PRC citizens, Don Dongjie Yang; our president and one of
our directors, and David Chenghong He, one of our executive: officers.” These men “hold the
licenses required to operate our direat sales and wholesale distribution business.”'®* Acom

continues to use this organizational strusture.'®

162 Prospectus, 37.

163 Prospectus; The Chinese government requires investors to qualify through the Chinese; government as 8 “qualified foréign institutional
investor.” Naomi Rovnick; “Talks on lo open up private equity funds; Beijing Jobbied to allow foreign firms to invest,” South China Morriing
Post, Scptember 22, 2009.

164-See exhibit for SEC F20-F, http://www:scc. gov/Archives/edgar/data/ 1365742/0001 l93l25 12|16|44Ig304412385089 Jpg- Rclnnonshlp
Chart taken.from Acorn's. 2012 20-F SEC Fulmg_ELﬁ )
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According to the company’s prospectus, it “operate[s] [its] direct sales and advertising
businesses in China under a legal regime consisting .of the State Council, which is the highest
authority of the:executive branch of the PRC central 'gowemmti;nt, and several muinistriés and
agencies under its authority...”'® “Qur business depends en our access-to TV media.time to.
market onr products ami servieos in China,” it reports.’® Theprospectis lso says that several uf
the company’s Chinese subsidiaries receive teasuous, “pxefereﬁtial tax benefits” from the Chinese
government that can be taken away. “PRC.law is vague and ig subject to discretiopary
interpretation and enforcement by PRC authorities. ..Loss of tl:l'ese preferential tax tredtmerits and
subsidies could have material and adverse effects on our results of operations and financial
conditions.”'®” Given the nature of its product and the 'Chin,esé business climate, Acorn’s

business model is wholly dependent on the company havirig an excellent relationship with the
Chinese government.

Acorn’s prospectus states that *“since commencing [itsj‘ operations-'in 1998, [the company
has] formed close and strong relationships with various CCTV and national satellite
channels....”'®® As evidence of this strong relationship, Roche s company’s legal representation
in Beijing is the powerful Hajwen and Partriers legal firm, a pg_htlc':ally connected Chinese firm
started in 1992 that does business exclusively in China. Haiwém does underwriting and legal
representation work for many of China’s largest state-owned companies, including the Industrial
and Commercial Bank of China, China Coal Energy Company., China Construction Bank, China
Life Insurance, China Air Limited, etc.'

Acomn has signed contractual agreements that allow it to sell the products of several large,
state owned or affiliated companies. '

¢ Through a 2006 agreement, Acorn began selling cell-phones and digital cellular services for

the Chinese telecommunications giant Unicom.'” Unicom:is on¢ of the largest

165 Prospectus, p 136.

166 Ibid.,

167 Prospectus, 34, 35,

168 Prospectus, 18, 98,

169 Prospectus, 145; Haiwen and Partners, http://www haiwen-law.com/Haiwen%20Brochure%2020095.pdf.

170 See Acorn's 12/31/11 Form 20-F filing with the
_SEC, ]mp fliviewi Sec _@w\rchwcaledggrldnull365742/0001 193125!2!76144Id3M412d20f him.
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telecommunications providers in China and, like any “strategic industry,” is controlled by the

state.

* Acormn also sells the mobile phones of the Chinese state-owned telephone company CEC
Telecom through a “joint sales. agreement.”!”!

* In 2008, Acorn International purchased Yiyang Yukang, a cell phone manufacturing
company incorporated in China.'™ |

* In 2007, Acorn signed a marketing agreement with Ch-inai Pacific Insurance, a state-owned

insurance company, to sell insurance products to the Chinese public.'™

It is impartant to keep:in mind thét even important industries that are listed on foreign
stock exchanges remain under direct government control in dﬁina. Financial Times reporter
Richard McGregor notes t_hat for state-owned enterprises, Cor;nmunist Party meetings are held
before corporate board mectings and Party officials make management decisions.'” He writes

that Paety “control over personnel appointments has been inviolate.”

Telecommunications isn’t the only politically sensitive industry in which Acorn does
business in China. In the mid-2000s, Acorn began to ﬂounder:. According to the company’s own
SEC filings, it began to open up a new lirie of business in “thi;‘rd party bank channels.” Acorn has
ties with “four established domestic [state-controlled] banks through which we directly matket
products through specialized catalogues to credit card holders at these banks. As of March 31,
2009 we have established rclationships with 13 domestic banks.” '”* This allowed Acorn to gain
revenue through credit card transactions with Chinese banks. !Betwecn 2007 and 2010, the

rcvenue stream from that line of business grew 180%.

Many of the current and former senior executives aﬁd board members that work with

Roche at Acorn come from Chinese state television and other state-run enterprises. .

¢ David Chenghong He, until recently vice-president of Acorn, owns the licenses that allow the

171 Prospectus, 99, 102.
172 See Acom's 12/31/11 Form 20-F filing veith the
SEC, http://www.scc.gov/Archives/edgar/data/1365742/000119312512176144/d304412d20f.htm.
173 Prospectus, p 97.
174 Richard McGregor, “The Party: The Secret World of China’s:Communist Rulers,” (New Y.ork: Harper Collins, 2010), 49.
175 Sec Exhibit 4.27 to Acorn's 12/31/11 Foim 20-F filing with the SEC,
hllp.llwww sec.u//.\rqluve.wdgarld ith71 365142/0001 19312512176144/d3044124d20f. hlm
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firm to operate. He was previously vice-president of finance at TVS, a state-owned television

company. '™ ,

* Kevin Guohui Hu, vice-president of Acorn, was general manager of TVS.

* James Yujun Hu, Acomn’s CEQ and Chairman of the B_oa:r',d-, was éxecutive vice-president at
TVS.

* Ella Man Lin, vice-president of Acorn, was a manager at TVS.

In 2007, Acorn International issued a public offeri’ti_g of its securities and was listed on
the New York Stock Exchange (NYSE).!” Despite its sta-tusi;as an NYSE company, very little
trading of the stock is done. The vast majority ofthc-cbmpﬁﬂ'y’ s-ordinary shares are held by Mr.
Roche, trusts controlled by Mr. Roche, and his Chinese partnérs. The firm has few outside
investors, the largest owning one-tenth of 1%.'”®

In 2005 SAIF Partners, headed by Andrew Yan, im!{ested $43 million in Acorn
International.'” Yan sits on Acorn’s board. Yan and his firm arc partners with statc-owned
China Development Bank and Ching’s National Social Security Fund, which are Chinese
government institutions.'®® He also sits on the board of othcr;state-owued'ﬁnns like China
Offshore Services Limited, and China Resources Land Ltd.'® Yan previously worked for the
Chinese State Commission for Economic Restructuring of thé State Council of the PRC.'®

Politically, Robert Roche is well-connected and actively contributes to the Democratic
Party.'®® He is currectly a cochair of the Technology Initiative for the Obamna campaign, an
effort designed to raise money from and with the assistance of the Techinology and Information
industry.'® He is a past president of the U.S. Chamber of Commerce in Shanghai. In 2008; he

176 Prospectus, 118-120.

177 “China’s: Acorn International IPO priced at $15.50/ADS,” Reuters, May 3, 2007, http:/Awww.rcuters.com/article/2007/05/03/acorn-
. shnreoﬂ'crmg-adUSWNASDSMZOOTOSDB

1 7! Momingstnr wuhsile.= 'Aeom lnlnti'muoml Inc., Kml ATV h.up.llmvesmu .morningsiar.cam/owmnarship/shareboldsrs-

i 80 YSATF
81 Wing:Qal

Titipep/f ombér
Oﬂchmn-dcvulopcn-ﬁill

ropei b-ct
182 http://www.shaif.com/people/andrew-y=yan
183 Opcn Sccrets, Openseereumg.
184 Anupama Narayanswamy, “Big donors to Democratic super PACs visited White House “ hl(p J/freporting. sunhghtfoundauon com/2012/big-
donors-dhmochuc-supgr_-pncs svisited-whilc-house/..
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bundled for Obama and has committed to bundle $500,000 for the Obama campaign in 2012. As
of August, Roche has biindled over $384,000.'** In the wake %yf-_z‘.o'os,, Roche was appointed by
President Obama to the U.S. Trade Advisory Board for 'Ghinaf. He has contributed $§100,000 thus.
far to the pro-Obama “Super PAC” Priorities USA. |

Roche has high-level access to the executive branch and visits thc White House rcgularly.
According to White House Visitors Log, Roche made nineteén visits since 2009, although he

lives in China.'® His visits have included:. ;

12/21/2009: Private visit with President Obama in the Ov:al Office.

2. 7/1/2009: Meeting with Catherine M Whitney, Executive! Assistant to the Council of the
President, in the West Wing. '

3. 7/27/2010: Meeting with Kristen J Sheehey; Deputy Chief of Staff, in the West Wing

4. 9/27/2010: Meeting with John Holdren, Assistant to the President for Science, in the New
Executive Office Building,. : '

5. 9/20/2011: Meeting with Pete Rause, Assistant to the President, in the West Wing.

6. 2/17/2011, 6/24/2011: Meetings with then White House Chief of Staff William Daley, in the
West Wing.

The following page contains a diagram showing the most basic level of relationships between

Mr. Roche, his Chinesc business interests, and the Obama White House. 187

185 “Obamn’s:Tdp Fund:Ralsers; The New York: 'llmcs, Scpicmber13;.2012,
hitp: Ilwwy nyggl \ ﬂlcrncuvelZOlWlujuslpollhulobamus <top-fund-raisers. html
186 “White-House:Visiiors ,}a’mbnse, WP Piliiics:. htlp Ilupps,wahﬁqgﬁnpnsl comlwc/bolmcslwhm -house-visitors-
log/searchResults?query=Roberi%20Roche&ignoreTours=true..
187 SEC's Edgar, hnpjlwww sec. gov/géarch/search htin; White. House Visitor Access] Records http:/fwww.whitchouse: govlbneﬁng
. momldlsclosure:lvmtor records .
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A Seat of Power

Roche’s pull and status in both Beijing and Washingtofn is evident from the seating
aﬂmgem'ents at the 2011 State Dinner for Chinese President Hu Jintao at the White House. In
addition ta President Obama and the First Lady, the bead ta'b.lé: where Roche was seated also
included Secretary of State Hillary. Clinton, former President %3'1'1'1 Clinton, Senate Foreign
Relations Committee Chairman Senator John Kerry and his wii'fé Teresa Heinz Kerry, former
President Jimmy Carter and former First Lady Rosalynn Cartef',r, and then White House Chief of
Staff William Daley.'®® Obviously, any corporate executive \%rould prize sitting at the-table. The,
only corporate executives seated at the head table were General Electric’s CEO Jeffrey Immelt,
Coca-Cola Chairman and CEO Muhtar Kent, and Robert Rocim-.

PRIty

__ '
' |

Those.in attendance who failed to get such a prestigious. seat inclide Goldman Sachs

CEO Lloyd Blankfein, Treasury Secretary Timothy Geithner, former Secretary of Coromerce

188 “Hu ¢omes to Washington (Jan. 18 to 21); Scating Arrangement at Chincse. State Dionet,” Washington Post, Jaiuary 19, 2011,
litpivww:wiiliihgionpostcom/wp:dyn/conient/article/201:1/01719/AR201101 1906290 hiril: e
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and current Ambassador to China Gary Locke, former Secretary of State Henry Kissinger, JP
Morgan CEO Jamie Dimon, CEO of Disney Robert Iger,'M'i'cfosoﬂ CEO Steve Ballmer, Mr. W.

Boeing CEO James McNemey, President and CEO of Intel Paul Otellini, ete.'®® How Roche, a

businessman running infomercials on Chinese State Television, ended up at the table is puzzling.

POTOS IBFP IMMELT
PRES. HU JINTAO ROSLYN CARTER
1
ROTUS RD. WONG
MUHTAR KENT TERESA REDNZ KERRY
| MAGGBDALBY: WANG HUINING
PRES, CARTER

189 The Reliable Sourée, “Guest List for Chinese State Dinner,” The Wa.vhmgmn Paist, Januuy 19, 2011,
hlgylvéneé,s.whshmglonp_chomlrellnblumurconoIIIOlIexpcw.d nltcndco: at_the, slnt.hlml
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Examples of Foreign Links to Obama.com

There are numerous links to Obama.com that have been placed on foreign websites. Some
are probebly mistakes; others might be efforts by foreign webmasters to capitalize on the Obama
name and increase traffic to thelr own sites. But foi other 1ink:s, the motivation is unclear. These
were the majority of tbe links uncovered by the investigatian. | Below is:an example from a
commentator, “Psdealer” writing about posting links. to Ob'am:ffa.co"m-. In separate threads,
Psdealer goes on to describe his questionable strategy for incréasing the search engine ranks of
the websites to which he links.'*

ot any a L as

190 Sce Screenshot 7 in Appéridix-section D. .
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The Government Accountability Institute found numerous links to Obama.com on

foreign blog sites and forum boards. These links increase !the probability that foreign
nationals will try to donate to the Obama campaign, a campaign whose online security tools

are lacking.

1. A Chinese gaming site features comments where an anonymous contributor has posted 860
comments and lists Obama.com as his profile hom,ep'age.: Because it is listed as his
homepage, anytime he posts a comment on the. gaming site, it-will create another link.'”!

This poster was active on the forum from summer 2009 unfil at least November 15, 2011.

2. On a South African website in 2009, a commentator named Phillipa Lipinsky bas her name
hyperlinked to Obama.com.'*? This might be a mistake, but the.same cornmentator with the

191 See Screenshot 8 in Appendix D. !
192:Charlene Smith, “Bvery 26 seconds in SA a woman gets raped, it was my turn last Thulrsdny night,” Thaughf Leader, November
i Siwwin: fhon&hlluadcr cO. zalcharlenesmnhlz009ll L&Meumz_@@mds i !l,' \vomucu-mped-ltawns-*my-lum. last-thumdn
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same hyperlink shows up at other times as well.'>* Indeed; there are more than fifty

comments froin “Phillipa Lipinsky” that hyperlink to Obama.com.

3, A comment poster named “Barack” makes niimefous posts on a Brazilian site.!”* The
hyperlink an his nama leads traffic fo Obamn.com. Barack also appears in five posts in
Portuguese on another Brazilian site.'”® Barack makes another apbearance. ‘on a Spanish
language site where his name continues fo link to Obama.com. Theré aré thirty-seéven

comments from him that day, and many appear to be automated. '%

4. A Romanian website, covering Romanian military issues, includes commenters that link to

Obama.com.'”” There are more than a dozen comments with links.

5. A Pakistani blog includes blog cornments by an “Obama" which links to Obarna.com.'*®

6. A commenter named Titus Jacob uses the link Obama.com as their identifying link. It

appears on a Swedish server.'”

Many of his comments appear to be robo-comments,
generated randomly without regard for the context of the webpage and similar to the SEQ

practices to which Psdealer referred.

7. Another Chinese website’s forum has user “-_- _-” using his signature as a backlink to
Obama.com. The same exact technique is used at another Chinese website as well 2°

193 The Sumo, “Dinner with Dundala,” Thaughl Leader, April 20, 2009, http://www.thoughtleader.co.za/thesumo/2008/04/20/dinner-with-
mvume-dandala/; See Screenshot 9 in Appendix D; “public utility vehicle pasahero,” March 9, 2009, http://puvpasabero.blagspot.com/,
194 Chongas, http://www.chongas.com.br/2009/01/quadrinho-pensamento- muculmol?mplylocom=l 9416; Sce Screenshot 10 in. Appendix D.
195 Fred Burle no Cincma, hitp://www.fredburlcnocinema.com/2009/12/aiividade:, paranormal htm!?showComment=1259996616607.
196 Blog Comment Poster: The Little Tool for Big Rosults, http://wwv. post-cominents.com/,.is an example.of such software.
197 “InfoMondo Militar: You:are in'the army now!" http;/militar.infomondo.ro/opinii/umilirca-armatci-nationale-scrisoare-deschisa-catre-
viitorul:presedinto-al-romanici-adresata-de-gencralul-maior-r-jordactic-olaru.html/comment-page:1;See Screenshot 11 in Appendix D.
198 “What'is Mutta or Muttah by Shia,” shia celebrates muttah-or mutta on eid gitadeer or ghadir, April 10, 2009, http://éhia-mutta-
muttah. blogspot.com/2009/04/what-is-mutta-or-muttah-by-shis.html! IshowCommonw1239366lmooo ‘See Screenshot 12 in Appendix D.
199 “Sata tells conference climate change delegates thit whiskey pollutes the environmrent;” Zambian Watchdog, Jume 21, 2012,
bitp:/fwmsw.zamEianwatehdog:ceen/2012/06/21/sata-télla-climate- changc-confemce-dolegnies-thnt-whukey-pollutes-envnmnmmtlcomment-
page-2.
_200 Q- Web, hiyp//ciii.tengimt; lom/?p—4740
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PART VI

Recommendations and Conclusion

Federal law has lagged behind the technological advancements and realities of the
Internet age. Current federal law prohihits soliciting foreign nationals for campaign
contributions. But campaigns can, and often do, aggressively solicit donations around the world.
This occurs while these same campaigns are not required by FEC tegulation to meet any anti-
fraud requirements for online donations. This allows for foreign contributions to American
political campaigns. Indeed, the anonymity and global reach afforded by the Internet would
make it simpler for foreign actors, a group which has historically been interested in influencing

U.S. elections, to contribute to donate to U.S. campaigns.

Political campaigns have little incentive to police themselves. Indeed, campaigns have
the potential motivation to look the other way from the less obvious fraudulent doriations. The
Government Accountability Institute calls on the FEC to mandate the following reforms of
federal candidates. Until the FEC makes these reforms, political campaign.é should voluntarily

implcment the following recommendations:

1. All campaigns must employ industry standard security tools on their websites to guard
against fraudulent donations, specifically the CVV and AVS. AVS should be
implemented to require address information be present and valid for all transactions.
While not fool proof, these industry standard measures have proven to grestly reduce
fraud.

2. All campaigns must employ the use of geo-location. fnternet visitars with foreign IP
addresses must be required to provide proof of eligibility before they can proceed to the
donate page.

3. Greater transparency is essential. In an era when robo-donations present a real threat to

the integrity of our campaign finance system, relics of the distant past, the “Pass-the-Hat”

@ GAI | America the Vulnerable |IRRE
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Rule and the $200 threshold for full diseclosure, should be totally dissolved for online
donations. This would not significantly increase the burden on the campaigns as they
already collect the identifying information of their.donors. thfough the use of
sophisticated technology.

4. All campaigns must retain the IP addresses for ail their online-donors and make those IP
addresses, along with the pertinent donor informiation, available to the FEC for audit if
fraud is suspected.

In conclusion, these reforms will provide a firm foundation upon which to strengthen the
integrity of our elections, a common concern for all political parties and for all Americans.
Transparency is central to good government and accountability, and transparency in campaign
financing is.an esseritial part of ensuring that the government is run by candidates who are

funded and ¢lected by those they are meaiit to sérve: American citizens.

% ' GAI | America the Vu,lne_rah'l_em.
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APPENDIX A: Basic Structure of a Credit Card Transaction

The basic premise behind using credit cards online is that they make it unnecessary for
the payer and payee to deal with each othar face-to-face. ‘This conveniance depends on the
payer’s ability to adequntely identify themselves and their credit card nccount to the hank that
will receive the payment on behelf of the payee. The first six digits of the credit card number
identify the issuing barik, which denotcs the credit card network to which the number belongs,**!
By manually entering the card number, the name on the card, and the-addess on file forthe card,

the payer provides all the information necessary to complete the transaction.

As in any transaction, time is money and oppartunities for fraud exist. Bath parties are
trying to balance due diligence and speed. This delicate balance has created a large network of
service providers to perform online transactions. However, it is'important to note that this
infrastructure was devised to deal with transactions in which a purchaser receives a product or
service in exchange for his or her money. .In campaiga fraud, the domors have no desire to

receive any tangible good or servige in returmn

201 Jeremy M. Simon, “What are those numbery on my credit-card? Those 16 digits all have meaning,” September 6, 2006,
_hutp:tiwww.creditcards.com/eredit-card:news/erediv-card appenfuri€t- 1268:php:

% GAI | America the Vulnerable 2 .
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APPENDIX B: Members of Congress With & Without CVV Anti-Fraud Credit Card Security

Protection
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Note: The numbers and CVV settings reflected above were as of August 14-15, 2012. Though a
significant portion of Congress requires CVV for online donations, most members of Congress
receive funds from independent third-party fundraising organizations that do niot require the

CVV for their own donations.
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APPENDIX C: Legal Intricacies of “knowing”

As confirmed in the pattern jury instructions applicable in. criminal trials in federal courts,
“[t]he word ‘knowingly’ maans that an ast was dene volantarily and intuntionatly and not because
of a mistake or by a‘ccidt?nt."m2 Knowledge aiid intont are most often proved by Gircnmistantial
and not direct evidence. For example, to show that somepne knowingly. agreed to parficipate in a
criminal conspiracy, the prosecution will not likely discover a signed agreement confirming the
unfawful plan. Instead, the government will rely -on the suirounding circumstancés to show ‘that
the defendant formed the requisite intent to join the conspiracy. Juries are. expressly told there is

no legal difference in the weight they may give to either direct or circumstantial evidence.

In considering the evidence you may use reasoning and comrmen sense to -make
deductions and reach conclusions. You shouldn’t be concerned aboiit whether the
evidence is direet or circumstaiitial. “Direct evidence” is the téstimony of a person
who- asserts that he or slie has sctiial knowledge of anaaf, such as an eyewiitiess.
“Ciraumstantial ewvidence” is proof of a chain of facts -asd circumstances that tend
to prove or disprove a fact. There’s no legal difference in the weight yon may give
to either direct or ciraumstantial evidence *®

As the courts have put it, “the test for evaluating circumstantial evidence is the same as in
evaluating direct evidence.”*%

The courts have long recognized “that intent, being a state of mind, is rarely if ever
susceptible of direct proof.”2% As the court in Grant explained, “almost inevitably,; [intent] must
be shown solely by circumistantial évidence.”2% “Since intent necessarily involves the state of
mind of the perpetrator, very often circumstantial evidence is the :only evidence available to
prove intent.”**” Intent and knowledge “may be inferred from. [the] surrounding circumstances.”
The conceps was well expressed in Devitt and Blackmar's oft-cited treatise on federal practite

and instructions:

Intent ordinarily may not be proved directly bécause there is. io way of fathoming

202 Instruction 9.1A, Eleventh Circuit Pattern Jury Instructions in. Criminal Cases (2010).
203 Instruction 4; Eleventh Circuit Pattern Jury Instructions,. Criminal Cases (2010).
204 Uriited States v. Barnette, 800 F.2d 1558, 1566 (11th.Cir. 1986).
205 Grant v. Stdte, 13 So.3d 163, 166 (Fla. 1st DCA 2009).
206 Id. et 166, quoting Grover v. State, 581 So0.2d 1379, 1380 (Fla.-4th DCA 1991); see also, Szilagyi v. State, 564 So.2d 644, 646.(Fla. 4th DCA
1990)
_ 207 State v. Norris, 384 So.2d 298; 299:(Fin..4th DCA 1980)°
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or scrutinizing the operations of the human mind. But you may infer the
defendant’s infert from the surrounding circamstances. Yau. may conanier any
statement marle (or done or ‘omitted) by the defendant, and all other facts and
circaiisfances. that indicate his state of mind. You may, consider it reasonable to
draw the inference and find that a person intends the natural and probable
consequences of acts knowingly done or knowingly omitted.2

The law also recognizes that a person’s knowledge and idtent to break the law can be
inferred from a “wilful blindness” to facts that would lead a reasonablc person to believe an

offense is being committed.2® As the court instructed the.jury in Ramirez-Carvajdl:

Intent and' knowledge ordinarily may not be proved direotly becaanse there is no
way of fathoming or scrutinizing the operation of the human mind. But you may
infer a defendant's knowledge from all the surrounding circumstances. You may
consider any act or statement made and done or omitted by the defendant, and all
other facts and circumstances in evidence, which indicate his.state of mind. What
a person does is frequenily more indicative. of his true state of mind than what he
says. The element of knowledge may be satisfied by inferences drawn from proof
that a defendant deliberately closed his eyes. to what otherwise would have been
obvious. You may mfer knowledge if you find beyond a reasonable doubt that a
defendant refused to be enlightened or refused to tdke notice. Stated another way,
a defendant's knowlédge may be inferred from a wilful blindness to the existence
of the fact. 1t is entirely up to you. as. to whether you find béyond a réasonable
douht any deliberate closing of the eyes and any inferencés to be dtawn from any
such evidence. Evidence showing mere neghgence or mistake is not enough to
support a finding of wilfulness or knowledge.*'

The Sixth Circuit expressed tha same concept io craphasizing that “[n]o ohe can avoid

responsibility for a crime by deliberately ignoring the ebvieus.™"!

208 Instruction 14.13, Devitt Blackmar & Wolf, Federal Jury Practice and Instructions (4th Ed.).
209 See United States v. Ramirez-Carvajal, 902 F.2d 30 (4th Cir. 1990).
210 See-902 F.2d 30 at *3.

_.211 Instruction. 2.09 “Deliberate Ignoranée" Sixth Circuit Pattern Jury

GAI I.AlheriCa the Vulnerable
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This is WND printer-friendly version of the article which follows.
To view this item online, visit http://www.wnd.com/2012/10/obama-accepts-osama-bin-laden-
donations/

© WNDEXCLUSWE
OBAMA ACCEPTS 'OSAMA BIN LADEN' DONATIONS
No block to foreign money - not even from dead terrorists

Published [October 29, 2012]

bz AARON KILEIN Email | Archive

Aaron Klein is WND's senior staff reporter and Jerusalem bureau chief. He &lso hosts "Aaron Klein

s
. )

Investigafive :'di'o". on _NewYorlg’s.‘WC Radio. Follow Aaron on Twitter and Facebook.

WASHINGTON - Using a Pakistani Internet Protocol and proxy server, a disposable credit card and
a fake address, “Osama bin Laden” has successfiilly donated twice to Barack Obarna’s presidential
re-election campaign.

The “Bin Laden” donations, actually made by WND staf¥, included a listed occupation of “deceased
terror chief” and a stated employer of “al-Qaida.”

“Bin Laden” is currently set up on the official campaign website to contribute more to Obama’s
campaign. The name is also registered as a volunteer.



Incredible I-dayoffer: GetAaron Klem s “Faol Me Twwe"....
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Since the “foreign™ contribution was sent, “Bin Laden’s” email address has received several
solicitations from Obama’s campaign asking for more donations.

for-only.84.95! This New York Fimes.

The apparently forcign-based contributions were conducted as a test after a flurry of media reports
described the ability of foreigners to donate to the Obama campaign but not to Mitt Romney's site,
which has placed safeguards against such efforts.

The aeceptanoce of foreign contributions is dtrictly ilegal under U.S. campaign finance law.

One $15 donation was made at BarackObanra.com using a canfirmed Pakistani [P address and proxy
server. In other words, as far as the campaign Website was concerned, the donation was openly
identified electradically as coming from Pakistan.

Upon clicking the “donate” button, WND staff selected the $15 amount and were t'akc;n't'o'a page on
the campaign website asking for a first and last name, city; state, zip code, émail address and phone
number.

The information submitted was: “Osama bin Laden, 911 Jihad Way, Abbettabad, CA 91101.”
While the website only has options for U.S. states and zip codes, thiere is no mechanism in place on
Ohemn’s website to verify the indiyidual is actually located in that state or zip code, ar even in the
U.S.

The Obama campaign refuses to release the identification of donors who give less than $200

In the case of this donation, the 91101 zip code is real but corresponds to Pasadena, Calif., and not
Abbottabad, the Pakistani city in which bin Laden was found holed up in a compound.

" For a requested phone number, WND used the White House information line of (202) 456-2121.

The email address used to set up the donation account was osamad4obama2012@graail.com.

After clicking “next,” the website asked for an employer, occupation and a password to set up future
donations. WND staff entered the occupation as “deceased terror chief” and the employer as “al-
Qaida.”

The transaction was made last Friday with the use of a disposable credit card. The website did not
require the card’s security code.
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Store v OBAMA (~'BIDEN

it B s e

Billing ddress

iy e e e

First name* Last name*
Osama Binladen | i
Address*
911 Jihad way
City* State* Zip*
Abbattabad [cA @ 901

Phone number*

202456212}

M Link my mobiie phone number with my account so.that | can donate and receive ¢
and data rates may apply.

Credit Card
@ American Express ©® Discover © MasterCard @ Visa

Credit card number* Expiration date*

[ 4 =)

Screenshot from BarackObama.com
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A IDEN

. Employment

Foderal faw requires us 10 usé our bast efforts ta collect and report the name, mailing addrass, occupation, and employer of
individuals whose contributions exceed $200 in an alection cycle.

Emplayer Occupation®

| Al Qaids _ ] [ommdm )

E SAVE PAYMENT METHOD B

8y clicking on the *save payment methiod” button
sbove you confirmn that the following statements are
true and sccurate:
1. }am-a'United States citizen or a lawfully admitted
permanent residant of the United States.

2. Thin estdbuilon i not made from the general
treasury lunds of a coigosation, ‘ahor orpanization
or national hank.

3. This contribution is not made from the treasury of
an antity or parson wiho s & federal contrattor.

4. This coniribution:is not made from the funds of 8
political action committes.

6. This centribution is'not made from the furcle of an
ndividual vW.llmdhbbyitou
toreign agant, ér arl aatity ihir iz @ fedonally
reglatarad lebbying firm or Gnralgn sgent.

6. | am net a-minor under the age of 18,

7. Thelunds | isn dosisting sru nat.ming pravided to
ma ny sasthowr peyscx on entily tor e plowase of

_ Screefishot from BarackObama.com

The campaign website immediately accepted the centribution even though it was made from a

Pakistani IP address and despite the nonexistent street name and city information.

An automated email was immediately sént from Rufiis Gifford, national finance director of Obaiiia
for America, thanking “Osama® for the contribution. The email contained a note that said, “There-
may be a minor delay in the processing of your coritribution as it will be subjéct to review.”

However, “Osama bin Laden’s” foreign donation evidently passed the Obama campaign’s “review.”

As of today, the $15 was debited from the disposable card.

To test if the first donation was an oversiglit, a second donation of $5 was made the fatlowing day
using the “Bin Laden” account and the same Pakistani IP address.
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Alort préfesence: Show an siet [ —
* infissten octivity frem the cumrent sadigion.
This comgpter b5 using 1P ackiress 121.52 144245, (Pakdstan)

Screenshot of Pakistani IP address

WND has received confirmation from the credit card company that the purchase went through and
the $5 was deducted from the disposable card.

From the time of the first donation. until today, the Obama campaign sent niric more emails. to the bin
Laden Gmail account soliciting more donations.

One email sent Saturday reads, “Thanks so much for your donation of $5.00. Please take 10% off
your next purchase of $10 or more at our online store."

Another, signed hy Michelle Obama, was titled “Barack is getting outraised.”

“You’re one of the campaign’s most committed supporters,” Michelle Obama writes in the
automated email to “bin Laden.”

“Please make a donation of $19 or whatever yoii ¢an today.”

The donations from a Pakistani IP address are sure to-raise furthér questions about the measures in
place to block such donations.

‘Time for an investigation’

Cleta Mitchell, a Republican campaign finance attorney, told WND there were many documented
cases of illegal foreign contributions to the Obama campaign in 2008 that were “wholly ignored by
the Federal Election Commission and the Obama Department of Justice.”

“I have been hearing the same stories from many sources during this campaign as well,” she said.
“Every other campaign has safeguards against these illegal transactions — every ¢campaign except the
Obama campaign.”

Mitchell told WND it’s “abundantly clear-that the Obama campaign is raising and accepting illegal
contributions — and is being protected from investigation by his politicized Department. of Justice.”

“It is high time that this was investigated and all illegal funds disgorged — and those responsible be
prosecuted,” she asserted. '
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In 2008, WND reported two Palestinian brothers inside the Hamas-controlied Gaza Sttip donated
$29,521.54 to Obama’s first presidential campaign. After the report, the campaign reportedly
returned the donations.

“As a 15-year veteran Internet entrepreneur, I can tell you what this episode reveals: There is no
intent on the part of the Obama campaign to discourage any illegal foreign campaign contributions,™

said Joseph Farah, founder and chief executive officer of WND. “There are simiple processes the

Obama campaign could put in place to ensure transactions like this could nevertake place. No human
review of transactions would even be necessary if such systems: were in. place. But-apparéntly norie of
them are-— making it certain illegal foreign contributions would be accepted by the Obama
campaign.”

Last week, the New York. Post reported a Br_itish citizen; Chris Walkef, was able to. make two $5
donations through Obama’s campaign website, while a similar attempt to give Mitt Romney online
funds was mjected. )

The Post noted how the Federal Election Commission posted data. showing Obama’s campaign took
in more than $2 million from donors who provided no ZIP code or incomplete ZIP codes.

Michael Czin, an Obama campaign spokesman, teld the Post that FEC data was the result of “a minor
technical envor.”

“All the ZIP codes-and numbers are. real and can be verifled,” Czin said.

However, if all zip codes are real, Czin has some explaining to do after the “Bin Laden” donation
from a zip code baséd on the anniversary of the September 11th attacks.

The non-profit Government Accountability Institute recently released a report alleging Obama’s
campaign had solicited foreigners for political donations: through its social media websites.

As the Daily Caller reported, a statement accompanied the GAI’s report from. former U.S. Attorney
Ken Sukhia guting, that 68 percent of traffic to BarackObama.com cames ftom foreign users, all of
whom are redirected to & fundraising page operated by tite. president’s re-election campaign.

The GAI report further documented how Obama.oom was registered in September 2008 to Rohert
Roche, an Obama campaign bundler living in Shianghai, China.

WND is preparing an affidavit for the Federal Elections Commission and the FBI on the iflegal
donation accepted by the Obama campaign.

Editor 's nove: Additionul research by Joshua Klein

Media wishing to. inierview Aaron Klein should write to media(@wnd.com
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A
"Osama bin Laden" donates to the Obama campaign | Conservative News, Views & Books

Human Events

hneSiiey
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TOUDAYIS: OCTORKER 31, 2013 | 4:43.PM

HUMAN EVENTS BLOG
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“OSAMA BIN LADEN" DONATES T0 THE OBAMA CAMPAIGN

8y:1ohn Hayward
10730/7012 09:39 AM

The scandal nobody: In the madia wants to talk about rolls on, as Aaron Kleln, Jerusaiem bureau chief df_'wmd Net Dally, reports no dilficulty when using
"a Palistani Internet [frotocol and proxy server, a disposable.credit card, and.a fake address” to make a donation to Barack Obama's presidential campaign
under the name “Osama bin Laden,”

The Worid tiet Raily siaff actunily had the cheek to give Mr. bin Laden's occumition as “doceasad teiror chisf,” and list *3i-Oakia” as his employer. The
phony address given was "911 Jihad Way, Abotiabad, CA 91101.% (Is the-WND staff certain that isnt a real address, somewhere on the outskirts of
Berkeley?)

The sole attempt made by Obama’s campaign website-th ensure tils was a legal U.S. téwation was 8 menu listing only American 2ip.codes... but noeffort
was madu to cormpdre the Zip eixde to'the hited clty and state, on elémentary act of computer progreraming.. A2 N0 poiit was-tits seurity, cotle fer' i crit
card requestend ~ 8 minimal.security precdution taken by over 90 percent of online retallers, Isicluding-the merchandise shop.on Obama's campaign site.

The Ofica s usmjwign acmeptes the bt Lo rogntsy weithant complzint, ;e droveortv. fiegan sending ‘him ersall solicliatioas for fusther senations. The
Gmall adidress given for tha Blagal donstlan was “osymasotiama2li2.”

1t's not just Obama's campaign raklig in ilegal foreign-donbtions... MichadliPatrick:Lealiy:al Biéilbai Eom reparts that.f led.Champion' ol lne Lmle Gw..
that fierce class warrior decked out In‘ersatz Indian wai palit.. $Hét, foblisd:consumey: mm‘ammi-w::m ) : ]
her Massachusetts Senate campaign. She has the most.maney; ralsed‘in:a single-aletiigncyd i by-8!
vulnerabie to fraud and forelgn donations, and highest, permmage'dmey raised in-a;sliwjle: e!a:ﬂufcv:h bv a undldmm the. Uxﬂled’sam Semc
online slites vuinerable to fraud and foreign conations as a pen:enhge of totaf funds:ralsed. “That's $18.3 million that could have come.| fmm anyone,
anywhere. And unilice thE thwarted “consumer crar” he's running wgalngt, Republican Spott Brewiy abes perform basic security tests on his online
donations,

enherice thelr own Influence, such as Obamar's occaslonsl puqes 10 avertum the Supremé Gourt’s Citizens United decision with a constkutional.
smendment. They're not even mildly curious that the man who thinks only media corporations:are entitied to political speech Is cheerfully willing to accept
donations from mysterious forelgn sources.., or, evidentiy, foreign sources ihat openly declare:themselves to be.undead terrorist masterminds.

Uppdate: Angther jeet of tho Obuma Cempaign's monexistertt efensos agalnst ilegal foleign wynatioas came from British journalist Mike McRuRY, who was
eble'to swccessfoly priactss three spnrate iligal domdon's, #8 chronicled at P) Medin, Mcitally dica’t paracie through' th Obama donation syste) waving
huge ned Mg Nice the Viorid Net Delly tahm, but his donationss wern rionetheiém ciewsly oitaie the hew, He v swiftly and efficientty prevevited fom
making skndiar donations to the Remney canipaign.

' After the! donaions were pmssed, MENally got an emali l'lum the 'templhme department” of the.-Qbama campalgn, asking for coples of his gassport

thformatign -ai hdii;i!'lhh;'.sé'qh'ed;w:a,smnhe'vms-azuzs: é;fién;]'l"v'!n'g'iﬁbad,'ano all the moré unusial In light of the-Obama donadHn Systém's
ralurc'loast'hlm for. o: passpor(' number, McNMIv lqmmd IeUte7; 8nd:maide: further donations with an entirely fictitious US..address instead.of the
UiK. ‘dideliess on:fie with his-Bank: These dorations were'ac 4 without complaint by Team Gbama.

His subsaquert afexts to obtaln a refurd didnt get fer, and his complaint to the Federal Election Commiséion ellc_ltéu a shrug. It seems that as long as
Individual donation amounts-are kept-below $200, huge amounts of illegal money can be moved into the Obama campalgn belaw the FEC radar, without
consequence. And m fibde simpie Viei) programndng suh.get a /of of money ataving n'$199 cheinks.

None'of jhis & realty a.nei story, - Ve Obama-i campaigin. i similar pivbiems: wlm questionable donations in.2008. Qur geuarnment passes thousands of
mgs “of 10rtured: :amﬁat;n fingnee law; some of-viichsturn frto ngﬂssue pm_er upon coritact with the.Flrst Amandment, but It wont pass a one-page kv
mamhﬂng basic.seqirity; ﬁ«xaﬁm& fqv ciodit cald,muws, wlﬁ ift:and \enminal consequences for any, campaign that falts to comply. Somehow our
g usi ; o foliéing that bioggers are doing [n thieir spare time. And.It's far too late to &
A’ ) nnmo:s m Mﬂ,; wotld hahpen If-Obama;wins re-election, and sometime in Janisary the- FEC announces the results
of somie kurtg-ruintriiy lmwugaﬂon tha proves.he was. taklm!lco;l ManeY? There's no way on Earth mat Lhe election ssulzs would be ovefturned, or the

http://www.humanevents.com/2012/10/30/osama-bin-laden-donates-to-the-obama-campa.,. 10/31/2012

Page | of 2
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. "Osama bin Laden" donates to the Obama campaign | Conservative News, Views & Books Page 2.of 2

President would suffer any personal legal consequences... and what fesses penalty would make [t truly unthinkable for future campaigns to play. fast and
loose with foreign donations?

.~ http://www.humanevents.com/2012/10/30/osama-bin-laden-donates-to-the-obama-campa.. . 10/31/2012
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To view this item online, visit http://www.wnd.com/2012/1 1/bm-laden-sohclts-forengn-donors-
on-obamas-websue/

WD

WND EXCLUSIVE
'Bin Laden' solicits foreign donors on Obama's website

Page openly identifies 'terror chief' calling for 'holy foreign' funders
Published: 3 hours ago (November 1,2012/ 11 arm EDT)
f

by Aaron Klein Email | Archive
Aaron Klein is WND's senior staff reporter and Jerusalem bureau chief. He also hosts "Aaren
Klem Invest1 ative Radio" on New York's WABC Radio. Follow Aaron on Twitter and
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Utilizing a Pakistani: proxy server, “Osama bin-Laden” this week has been runmng 8 rassroots
fundraising page-titled
openly seeks foreign donations.

“Fatwa: Foreif 3] Donahons .on President Obama’s campaign website that
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Get Aaron Klein's “Fool Me Twice, " the New York Times bestseller called'the most'i

“Bin Laden’s” foreign donors page was not removed by the Obama campaign after'a WND
report earlier this week exposed how the sanie “bin Ladén” account had successfully donated
twice to Obama’s presidential re-eloction campaign. After the WND report, one of the denations
was officially returned while another is listed as pending.

The “bin Laden” foreign donors page-was still active even after “bin Laden” sent an email to the
Obama campaign yesterday alerting them to “his” page.

The email concerned a campaign competition for supporters who had donated $3 to meet
President Obama on Election Night. “Bin Ladey™ had donated the $3 for-the competition and had
asked the campaigh iri the emiail whether he could bring wantod al-Qiida. leader Aythan Al-
Zawahiri as 4 guest. The email also provided a link to “bin Laden’s” grassroots page secking
foreign donations.
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book of the election season

“Bin Laden’s” page was set up by WND staff on Tuesday as a test after media reports described
the ability of foreigners to donate to the Obama campaign.

The test was also in response to a rionprofit group’s report .alicg'ihg Obama’s campaign had.
solicited foreigners for political donations through its social media websites.

The accaptance of foreign contributions is strictly illegal under U.S. campaign finance law.

“Bin Laden’s” page was set up on the Obama campaign website using a Pakistani proxy server,

meaning that as far as the campaign was concerned, the user was openly identified electronically
as coming from Pakistan.

“This campaign will be: funded by the many holy foreign donors like you and me ~ fighting for
change we can believe in, Inshallah,” reéads the public page.

“Bin Laden” immediately made a $3 donation for the competition using a disposable credit card.
The dopation is currently pending, according to the credit eard comp:my.

Earlier this week, WND reported how the same “bin Laden” account made two other donations.

The first, a $15 donation, was made at BarackObama.com using a confirmed Pakistani 1P
address and proxy server.

Upon clicking the “donate” button, WND staff selected the $15 amount and were taken to a page
on the campaign website asking for a first and last name, city, state, zip code, email address and
phone number.
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Billﬁlg Address

First name* Last name*
- Osama Binladen
Address*®
911 Jihad Way -
City" State® Zip*
| Abbattabad [eA R anol .

Phone number*

2024562121

B Link my mobile phone number with my account so that | can donate and receive ¢
and data rates may apply.

Credit Card

@® American Express ® Discover ® MasterCard @ Visa

Credit card number* Expiration date*

Screenshot from BarackObama.com
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Faderal law requires uu to use our best effarts to collect and report the name, mailing address, occupation, and employer of
individuals whose contributions exceed $200 in an election cycle:

'Lm;d; ~ . ] [io;:Wﬂcf }

RN REIHON |

By clicking on the "save: -piymant mothod", butten
abova you confitm that the follawing: stateifients.are

true nnd acouraie:
1. $ama United States citizen or a lawfully admitted

permanent rasident of the UnRed States.

2. Thiw camtribistion ia not. made from the general
treasry Savie o a corsioration, iabor organization
or national beok.

3. This contribution is not mada irom the traasury of
an antity or perion who is a federal contrastor.

4. This contributisn ienot-made.from the funds of a
poflitical action committee.

5. This contribiution is not made from the funds of an
‘individual registerad au.a faderal lobbyist or a

forelgn agenit, o¢-an eatity that is a fedenslly
rogisterad lebibying firm or fuseign sgent.

6. 1 am not a minar unsder the age of 18.

2. Tha frends | ore doemting ars nat-being peavitind o
me by ancbhar parsan eor esbity for the purpass of

Screenshot from BarackObama.com
The information submitted was: “Osama bin Laden, 911 Jihad Way, Abbottabad, CA 91101.”

While the website only has options for U.S. states and zip codes, there is:no mechanism in place
on Obama’s website to verify the individual is actually Iocated in‘that state or zip code, or even
in the U.S.

The Qbama campaign refuses to release the identification of donors who give less than $200.
In this donation, the 91101 zip code is real but corresponds to Pasadena, Calif., not Abboftabad,
the Pakistani city in which bin Laden was found holed up in a compound.

For a requested phone number, WND used the White House information line of (202) 456-2121.
The email addresa used to set up the donation account was osama4abama2012@gmail.com.
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Browser ' ' : . : ‘Plllimn (12152144245)
Bowe T | Pakistan (121.52.164.305)

Alon preference: Show an slert for unusual activity. chanige

* indicctes actavily kom the curent session.
This computer is using P address' 121.62.144.245. (Pakistan)

Screenshot of Pakistani IP address

After elicking “next,” the website.asked for an employer, occupation and a password.to set up

future donations. WND siff entered the occupation as “deceased terror chief” and.the employer

as “al-Qaida.”

The transaction was made last Friday with the use of a disposable credit card. The website did

not require the card’s security code.

To test if the first donation was an oversight, a second donation of $5 was made the following

day ‘using the “Bin Laden” account and the same Pakistani IP address.

That donation was accepted by the campaign.and was deducted from the disposable credit card.

After the WND report drawing attention to the donation, the campaign officially returned the $5. _
yestérday. .
Nevertheless, even after the WND expose on tho illegal foréign donation, the Obama campaign
contiautd to send *kin Laden’s email” daily solicitations dbr more donations

The Obama campaign has been plagued by accusations of foreign donations going back to 2008,
when, WND reported two Palestinian brothers inside the Hamas-cantrolled Gaza Strip danated S
$29,521.54 0 Qbama’s first presidential campaign. After the report, the campaign teportedly
returned the donations. !
Last week, the New York Post reported a British citizen, Chris Walker, was able to make two- §5 ]
donations through Obama’s campaign website, while a similar attempt to give Mitt Romney P
online funds was rejected. ;

. The Post noted how the Federal Election Commission posted data showing Obama’s campaign

took in more than $2 million from donors who provided no Z1P code or incomplete ZIP codes.
Michaol Czin, an Obama campaign spakesmian, tald the Past tbat FEC data was the result of “a
minor technical error.”

“All the ZIP codes and nianbers are real and can be verified,” Czin said.

However, if all zip codes ars real, Czin has some explaining to do after the. “Bin Laden™ donation
from a zip code based on the anniversary of the 9/11 attacks:.

The non-profit Government Accountability Institute recently released a report alleging Obama’s
campaign had solicited forejgners for political donations through its social media websites.

As the Daily. Caller reported, a statement accompanied the. GAI’s report from former'U.S.
Attorney Ken Sukhia noting that 63 percent of traffic to BarackObama.comi comes from foreign
users, all of whom are redirected to a fundraising page. opérated by the president’s re-¢lection
campaign.

The GAI report further doeumented bow Obaina.com was registered in Septembar 2008 ta
Robert Roche, an Obama campaign bundler living in Shanghai, China.
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WND is preparing an affidavit for the Federal Elections Commission and the FBI on the illegal
donation accepted by the Obama campaign.
Media wishing to interview Aaron Klein should write to medza@wnd.com



